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Executive Summary

We report new results on the Fault Detection and Isolation (FDI) problem for actuators and/or sensors in robot
manipulators. We assume that the robot is possibly in contact with the environment at the end-effector level
(thus, under the action of joint motor torques and generalized forces at the contact), and is equipped with a
F/T wrist sensor. The following faulty situations have been considered for the robot actuating/sensing system:

a) actuator faults (of any type: total, power loss, bias, etc.), occurring also simultaneously;

b) faults (of any type, as before) on force/torque sensor components, occurring also simultaneously but
not together with a fault of any actuator;

c) presence of either actuator or force/torque sensor faults, but assuming non-concurrency of faults (only
one fault can be active at a time).

The considered class of faults can be modeled as affine inputs entering the system dynamics at the acceler-
ation level, with their action depending only on the system generalized coordinates. Assuming throughout that
the full system state is measured, the existing necessary conditions of geometric nature for model-based FDI
in nonlinear systems [8] turn out to be also sufficient, and lead to constructive designs of residual generators
for the above class of faults in mechanical systems.

In this single common framework, we first recover our previous method for robot actuator FDI based on
generalized momenta [4] (case a)). Case b) involves the occurrence of isolated kinematic singularities, which
can be handled by a slight modification in the design of globally defined residuals. Case c) is motivated by
the violation of the necessary condition for exact fault isolation in robots. In fact, for a mechanical system
with IV generalized coordinates, one can perfectly isolate (with decoupled residuals) at most [N concurrent
faults. The satisfaction of a weaker condition allows then to isolate multiple faults in case c). Following the
guidelines of [18]), we provide an algorithm for setting up an hybrid (continuous/logical) system that generates
the residuals and isolate the faults under the assumption of their non-concurrency.

We illustrate the FDI designs and show their performance in different faulty conditions with simulations
and simple experiments. All obtained results are exact in nature, in the sense that isolation of faults does not
require a comparative numerical evaluation of the generated residuals. Indeed, this approach is to intended
for the nominal design of a FDI system, while additional processing will be needed in order to cope with large
measurement noise and uncertainties in the robot dynamic model.
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1 Introduction

In the control of complex dynamic plants, the problem of automatically detecting the occurrence of a faulty
behavior in one or more of the hardware components is crucial for reliable continuous operation [23]. When
the system supervisor has recognized the type and location of a fault, it can activate a reconfiguration of the
sensing, actuating, communication, and control devices so as to minimize performance degradation or even
recover full operation.

Especially when physical redundancy of components is not present in the plant, fault detection and iso-
lation (FDI) is a prerequisite for a fault tolerant control (FTC) architecture. Detection of a fault consists in the
generation of a diagnostic signal triggered by a deviation of the plant from the expected behavior, based on
the processing of the available signals and/or the use of a dynamic model. In particular, the occurrence of a
fault has to be distinguished from the effects of disturbances. Isolation of a fault consists in the discrimina-
tion of the occurrence of a specific fault out of a set of potential failures. A generic fault may have different
life span (persistent, intermittent, concurrent with other faults), onset (incipient or abrupt), severity (total or
partial failure of a component), and time behavior.

An FDI system is typically a dynamic system where each output signal (residual) is excited in response to
the occurrence of a different fault, as the result of a processing of nominal commanded inputs and measured
outputs of the monitored plant. Whenever a model of the nominal (unfaulted) plant is available, it is natural
to model the presence of faults as additional inputs affecting the system dynamics.

Several approaches to the model-based design of FDI systems have been proposed in the literature. For
plants with linear dynamics, Kalman filters, Luenberger observers, parity space or parameter estimation tech-
niques have been used since the 70’s (see the survey in [11]). These methods are all in the broad class of
those using analytical redundancy (as opposed to the classical redundancy of components). For linear second-
order mechanical systems, also unknown input observers have been used [7]. Indeed it is possible to integrate
model-based information with fault statistics for improved diagnostics [14}22].

More recently, FDI techniques developed for linear systems have been extended in different ways to non-
linear systems that are affine in the (control and/or fault) inputs [8}/13}/28]. These basically rely on the con-
struction of nonlinear observers [13]. In particular, the geometric approach in [8] recognized the FDI problem
for nonlinear systems as dual to a problem of noninteracting control via dynamic feedback. This has lead to
conditions that are necessary for the simultaneous solution of the detection and isolation problems in the
presence of disturbances and possibly concurrent faults. These conditions become also sufficient under the
fulfillment of additional technical assumptions. A robust nonlinear FDI scheme has been proposed in [28],
based on an adaptive estimator for detection and a bank of isolation estimators, whose number increases
with the cardinality of the class of considered fault functions.

Within the class of Euler-Lagrange nonlinear mechanical systems (viz. robot manipulators), failure diagnosis
of interest include joint position or velocity sensor faults [[27] and joint actuators/torque transmission faults,
the latter having received much more attention in the FDI literature. In [10], a generalization of the parity space
approach is proposed. Heuristic information is combined with parametric model identification for diagnosis of
torque transmission losses in [15]. In [24], a nonlinear observer design is followed and actuator fault isolation
is achieved by weighting the residual vector with the robot inertia matrix, while a discrete-time state observer
and detection thresholds have been used in [1,2]. A nonlinear estimator based on the use of neural networks
has been proposed in [26]. These approaches all require the inversion of the inertia matrix, since they include
the on-line simulation of the (nominal) robot dynamics. A different class of FDI methods is based on dynamic
parameter estimation. In [12], failure is detected by comparing the current parameter estimates with their
nominal values, while in [17] an adaptive scheme is used to identify a constant degradation of the commanded
actuator torque. These approaches were shown to be effective only for specific types of faults. Note also that
actuator FDI for robot manipulators would be trivial if also joint acceleration measures were available. An
approach that avoids the inversion of the robot inertia matrix as well as the estimation of joint accelerations
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has been proposed in [9]. It is based on the comparison of the nominal input torque and of the full nonlinear
dynamic robot model, both passed through a stable linear first-order filter. Finally, a computationally more
efficient robot actuator FDI method with similar properties has been presented in [4], based on the concept
of generalized momentum. This FDI concept can be extended in a straightforward way also to other classes of
electro-mechanical robotic systems (e.g., robots with elastic joints) and has been also combined with neuro-
fuzzy methods to improve robustness [20,/21].

Within SAPHARI, we focused on additional model-based methods and results for the problem of detection
and isolation of actuator and/or sensors faults in robot manipulators. We have assumed throughout our work
that the full robot state (generalized coordinates ¢ and velocities ¢) is measurable, and we considered possible
faults acting at the acceleration level. This allows to treat the considered FDI problems in a unified framework.
Relevant examples in the considered class of faults are failures of actuators and of force/torque sensor devices.
No limitations are set on the time behavior of the fault inputs. Moreover, no assumptions are made on the
availability of a reference motion for the mechanical system nor on the presence of a stabilizing feedback
controller.

Starting from the main differential-geometric result in [8]], we provide simpler necessary and sufficient FDI
conditions that are specific for mechanical systems, and also constructive methods for designing residual gen-
erators in the general case of multiple, possibly concurrent faults. In particular, we shall see that the maximum
number of concurrent faults that can be detected and isolated in the most favorable situation is equal to IV, the
dimension of the configuration space of the mechanical system. This is the basic result that allows to perfectly
handle (i.e., detect and isolate) any combination and any kind of actuator faults acting also simultaneously at
the N robot joints.

In the design of a FDI system we may need to take into account the possible singularities of the configuration-
dependent mappings through which the faults may affect the system dynamics. In the presence of such kine-
matic singularities, the necessary conditions for FDI may be violated at isolated sets of zero measure. This
situation arises when considering faults on the components of a force/torque sensor placed on the robot end-
effector. For this case, we propose a globally defined residual generator that handles up to N simultaneous
faults of the force/torque sensor components.

On the other hand, when the necessary conditions for FDI are generically violated, we can exploit our
weaker necessary and sufficient conditions [18] for the solution of relaxed FDI problems in terms of detection
and isolation of suitable sets of faults. This case occurs when the total number of possible faults exceeds the
number N of generalized coordinates, e.g., when both faults on all actuators and on all force/torque sensor
components are to be considered. Under the additional assumption of non-concurrency of the faults, we
provide an algorithm for the generation of residuals and a method for possible isolation of single faults. The
FDI system will be constituted by a bank of residual generators for sets of faults, followed by a combinatorial
logics allowing isolation of the single acting fault.

This report is organized as follows. In Sect. the equations of the faulted systems under consideration are
presented and the basic FDI problem is formulated. The differential-geometric condition for FDI given in [8] is
specialized in Sect.to mechanical systems with fully measurable state. The actual design of a residual genera-
tor for a single generic fault is presented in Sect.@ while the case of multiple concurrent faults is considered in
Sect. A globally defined residual generator for handling isolated kinematic singularities is proposed in Sect.@
Finally, for the case when the necessary and sufficient conditions for FDI of concurrent faults are generically
violated, the design of a residual generator for non-concurrent faults is treated in Sect. |7} The general meth-
ods of Sects. . are applied to different faulty situations, respectively on robot actuators (Sect., on force
sensors (Sect. , and on their possible combination (Sects. , each illustrated with simulations and
simple experimental results. Conclusions and possible extensions are given in the final Sect.
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2 Preliminaries

2.1 System modeling

We consider mechanical systems modeled by Euler-Lagrange equations of the form

B(q)i+ c(q,4) + d(g) +e(q) =7+ T (QF + Y _li(@) fi + Y pj(@)wy, (1)
i=1 j=1

where g € IRY is the vector of generalized coordinates (e.g., revolute or prismatic joint variables in a robot
manipulator), B(q) is the positive definite symmetric inertia matrix, c(q, ¢) = S(g¢, ) is the vector of centrifu-
gal and Coriolis terms (with its Christoffel factorization), d(q) contains dissipative/friction terms, e(q) collects
the potential (e.g., gravity) terms, 7 € IRY is the vector of control forces/torques!! performing work on ¢,
F € IRM is the vector of external forces/torques acting on the system (e.g., applied from the environment
to the end-effector of the robot) and J(q) is the associated Jacobian matrix (e.g., transforming joint to end-
effector generalized velocities). Moreover, the property of skew-symmetry holds for matrix B —28.

The last two terms in eq. model the faults and disturbances acting on the system: f; is the i-th fault
input, « = 1,...,s, while w; is the j-th disturbance input, j = 1,...,r. Therefore, the considered faults
and disturbances appear in the mechanical system at the acceleration level through smooth vector fields l}-(q)
and 725 (¢) that depends only on the generalized coordinates g. In particular, for a robot manipulator, relevant
faults in this class include failures of the joint actuators (l}(q) = [0 ...010... 0} T, the ¢-th column of the N-
dimensional identity matrix) and of the force/torque sensing devices located at the manipulator end-effector
(li(q) = jT(q), where j;(q) is the i-th row of the Jacobian .J(q)).

We shall assume in the following that the model structure and the parameters in eq. are perfectly
known. The second-order nonlinear differential equations in (1) can be rewritten in state-space form as

.i’l = T2
iy = B @) |r + T (@) F = e(@) = d(ws) = elw) + Y l@n) fi + D aglan)uy), @
i=1 Jj=1
or m S T
& = go(z) + ng(x)uk + Z Li(x) fi + Z nj(x)w;j, (3)
k=1 i=1 j=1
with state x = (z1,22) = (¢,4) € IR", n = 2N, input vector u = (7, F') € IR™, m = N + M, and where
_ T2
90(w) = [—B_l(:nl) [e(x) + d(w2) + e(wl)]] @)

and the other vector fields gi, [;, and n; have the first NV components equal to zero. In particular,

hlw) = [B_l(x?)l}(ivl)} o) = [3—1(3710)%,(931)} ' e

As for the system output, it is assumed that the full state is measurable, so that y = = € IR?*N. A measure
of the generalized coordinates ¢ (e.g., the joint positions in the robot case) is always available, while velocities
¢ can be computed by accurate numerical differentiation of g (or directly measured by a motor tachometer).

Full actuation (dim 7 = dim ¢ = N) is assumed for simplicity, but underactuated systems can be treated similarly.
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2.2 Problem formulation

The Fault Detection and Isolation (FDI) problem for a single generic fault f; in eq. H can be formulated as
that of designing, if possible, a dynamic system, having u and the system output y as input signals, with a
suitably defined output r; (residual) which is affected by f;, is not affected by any other fault fx, k # ¢, and/or
disturbance w; acting on the system, and asymptotically converges to zero whenever f;(t) = 0.

The FDI problem for the set of multiple concurrent faults { f1, ..., fs} can be formulated similarly, by the
suitable definition of a residual vector output r = (r1,...,7) (see [8] for a more detailed formulation of the
problem).

3 Conditions for FDI

Let a possibly faulted nonlinear system by described by

m S T
o= gol@)+ Y ge(@ux+ Y L) fi+ Y nj)w, 6
k=1 i=1 j=1 (6)
y = h(z),
with state z € IR", inputs ug, k = 1,...,m (controls), f;, 7 = 1,...,s (faults), and w;, j = 1,...,r (distur-

bances), and measured output y € IR?. The vector fields go(x), . .., gm(2), li(x), ..., ls(x), n1(z), ..., n.(x)
are smooth and h(z) is a smooth mapping.

For system @, consider the FDI problem stated in Sect. for the generic fault f;. To this aim, let P; be
the distribution generated by the vector fields [, k # ¢,and n;, j = 1,...,7,i.e,

f)i = span {llu s ali—lvli-i-lv .. '7l87n17 s 7”7‘}) (7)

and define Efi as the smallest involutive distribution containing P; and conditioned invariant for the nominal
system (unfaulted and without disturbances)

Tz = go($)+ng(x)uk
y = h(x).

Recall that a distribution A is said to be conditioned invariant for @i if it satisfies [gx, A Nker{dh}] C A, for
k=0,1,...,m.

L
Following the differential-geometric approach in [8], let o.c.a.( (Efl) > be the result of the observability

(8)

codistribution algorithm applied to the codistribution (Efi)L (see Appendix A for the computation of Efi and
Appendix B for a brief outline of the observability codistribution algorithm). Then, it is proven in [8] that, for a
solution to the FDI problem to exist, it is necessary that

span{l;} £ [o.c.a. ((Z*P")L)}L. (9)

Condition @ turns out to be also sufficient for the existence of a residual generator that solves the stated FDI
problem, under some technical assumptions given in [8, Proposition 5 and Assumption Il]. These technical
conditions are trivially verified when the whole state is measurable.
Let us now elaborate the general condition @) for a mechanical system in the form under full state
availability. We have
h(z)=2 = dh=span{lon}, ker{dh} =70,
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being Io the 2IN-dimensional identity matrix. Following the steps in Appendices A and B, it can be shown
that this implies
»h=p =P

*

and
o.c.a. ((Efi)L) = Pt

In the first relation above, explicit use of the structure and dependence in has been made. Thus, for each
pair vy, vy € P, itis [v1,v2] = 0 so that P, is involutive (it coincides with its involutive closure P;).
As a result, the necessary and sufficient condition @ can be rewritten in the simpler form

span {l;} Z Pi. (10)

Note that, due to the property in Appendix B, condition is the weakest necessary condition for
the solvability of the stated FDI problem. In fact, for any other choice of the system output, the corresponding

1L
distribution [o.c.a. ((EfZ)L)] in eq. @ certainly includes distribution P; in eq. , making condition @
more restrictive than .

Condition confirms also the rather intuitive fact that a fault f; can never be isolated from another fault
f1 or from a disturbance w; acting ‘on the same input channel’, i.e., such that

span {/;} C span{l;} or span{l;} Cspan{n;}. (11)

For example, a fault of a force sensor cannot be exactly isolated from the noise affecting the force measure
itself. To handle these practical cases, suitable thresholds should be used on the designed residuals, so that
low-amplitude noise does not trigger false detection of a fault.

4 Design of a residual generator for a single fault

We show next how the fulfillment of the necessary and sufficient condition by a mechanical system in the
form leads to the systematic and constructive design of a residual generator for a single generic fault
f = fi, with associated vector field [ = [;.

Let the distribution P = P; in eq. be locally spanned by y vector fields pq,...,p,, withpy < N — 1.
Note that this elementary upper bound follows directly from eq. and the structure of the vector fields
in . Then, there exist N — 1 — 1 vector fields p,11, ..., pn—1, having the first [V components equal to zero
and the last NV depending only on x; = g, such that the matrix

Iy

H(wl):[ Iy On ]

I pr - pu Pur1 - pN—1]=[ N

On ON H(a:l)

is, at least locally, nonsingular (all blocks in the last term are square N x N matrices). Thus, X = (X1, X2) =
Hfl(:cl):r e IR?"N defines a local change of coordinates, in particular, a linear configuration-dependent trans-
formation in the velocity space, i.e.,

X1 = ¢

X2 = H Yq)q.

Accordingly, the same transformation can be performed in the output space, so that Y = X is the new system
output. Note that the change of coordinates leads to the following transformation rule for vector fields

(12)

o(z) = [ oo ] = 0(X) = [ ﬁl(i)fz(q) ]X

1@5APHAR| Page 7 of



ICT-287513 SAPHARI Deliverable D4.4.1

In particular, the (N + 1)-th system equation, i.e., the scalar equation for the first component of subvector
X5, becomes

m
Xox = gonv+1(X) + D Grna (X)) ug + f,
k=1
showing that this dynamics is only affected by the fault f and not by any other fault or disturbance acting on
the system. Define the system

§ = GJonr1(V)+ D Grnva (V1) ug + K (Yaq — &)

Pt (13)

r = }/2,1_57

where ¢ € IR, Y>1 = X1 and K is a positive constant. It is clear that system 1i is a residual generator for
the scalar fault f. In fact, it holds
= —Kr+ f, (14)

i.e., the residual 7 has a first order, exponentially stable, linear dynamics driven by the fault f. In the absence
of fault (or, equivalently, if the fault has a limited time duration and then goes back to zero) the residual ex-
ponentially goes to zero, so that  converges to Y5 1. Thus, the residual generator has the structure of a
nonlinear observer with linear error dynamics (see, e.g., [16, p. 203]), the residual r being equal to the obser-
vation error. From , the gain of the residual generator is g = 1/K. Clearly, it can be adjusted by a
different definition of the residual variable r. In particular, with r = K’ (Y21 — &) itis ¢ = K’/ K (unitary for
K' = K). Moreover, since the residual is a filtered version of the fault, the actual fault severity can be also
evaluated from the residual behavior.

5 Detection and isolation of concurrent faults

Whenever the simultaneous detection of possibly concurrent faults is required, the analysis in Sects. di-
rectly provides the guidelines for the design of a residual generator with as many outputs as the number of
faults to be detected and isolated. Of course, the problem is solvable if and only if condition is simultane-
ously verified foralli = 1, ..., s. This is equivalent to

dim (span{ly,...,ls,n1,...,n.}) = s+ K, (15)
where
k =dim(span{ny,...,n,}), 0<k<r,
and equality holds at least locally.
From condition and the structure (5) of the [;’s, the following basic result follows immediately:

Theorem 1 For a mechanical system undergoing possible faults and described by egs. , the maximum
number of possibly concurrent faults that can be simultaneously detected and isolated equals the number N
of its generalized coordinates.

The upper limit N in Theorem [1{is reached in the most favorable situation, namely in the absence of
disturbances, k = 0 in eq. , and when the full state is measurable. For simplicity, in the following we will
assume that no disturbances affect the system (r = 0, and thus k = 0) and a maximal number s = N of
potentially concurrent faults is of interest. Then, if condition is verified, the matrix

Iy I On In On
H(l’l)_[ On Iy - lN]—[ On B, .. BliN]_[ON ﬁ(xl)] (16)
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is, at least locally, nonsingula. Note that the nonsingularity of H(x) (and, in particular, of ﬁ(xl)) implies
that system , when considering the faults fi,..., fi as inputs and x5 as output function, has a vector
relative degree (see [16]) equalto {1, 1,. .., 1}, with decoupling matrix given by f](:cl) For a system with such
a property, one can always redefine the output so as to obtain input-output decoupling using only a change of
coordinates.

From eq. , defining the local diffeomorphism

X g
X = |:X2:| =H ($1)l', (17)
the system equations become
) m 0
X =go(X)+ > dr(Xn)ug + [ IN ] [ (18)
N
k=1
being now f = (f1,..., fn) the vector of faults. In particular, for the subset of state variables Xy, it is
. m
Xy = go2(X) + > Gra(X1)ug + f, (19)
k=1
being gi.o the second set of N components of vector fields g, fork = 0, 1, ..., m. Thus, the dynamic equations

of the new coordinates Xy = fl_l(xl)xg are completely decoupled w.r.t. the corresponding components of
the fault vector f. As a result, redefining as measurable output Y = X, the system

£ = Goo(V)+ > gro(V)ug + K (V2 =€)

P (20)

r = }/2_57

with £ € RN, r e RN, Yo = Xo, and a diagonal positive definite matrix K, is a residual generator for all
components of f simultaneously. In fact, it follows

r=—-Kr+f,

so that the i-th component r; of r is only affected by f;, fori =1,..., N.

5.1 Detection and isolation of actuator faults in robots

In this section, the above results are applied to the detection and isolation of possibly concurrent faults of any
actuator (even all) located at the robot joints. The robot end-effector may interact with the environment, and
the corresponding contact force/torque F' is measured by a sensor located at the robot wrist. Joint positions
q and velocities ¢ are measured by encoders and tachometers, respectively. No disturbances are assumed to
affect the system (k = 0). The dynamic equations (2) become in this case

i’l = T2
. _ (21)
2 = B7l(z1) [~e(w) — d(z2) — e(x1) + 7+ T (@) F + fr]
where 7 is the commanded input torque, while the actually applied torque by the possibly failed actuators is
To =T+ fr. (22)

By eq. , we capture a very large class of actuator faults, and in particular all the following potential faults
on the generic ¢-th input channel:

2When s < N, the following developments remain valid by choosing fs+1, e In soasto complete a basis of IR
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e totalactuator fault: f.; = —;,i.e., thereis no more actuation at the joint 7, that becomes free swinging;
e partial actuator fault: f,; = —e7;, with e € (0, 1), representing a ‘weakening’ of the actuator torque
capability;

e actuator bias: fr; = b;, with constant polarization b;;

e actuator saturation: fr; = —7; + sign(7;) Timax, When |7;| > Tj max, being 7; max > 0 the maximum
absolute torque allowed (symmetric w.r.t. the origin).

Assuming that any of the joint actuators may fail (s = ), the matrix ]:I(l‘l) in eq. will be equal to
B! (q), the globally nonsingular inverse of the robot inertia matrix. Thus, the corresponding FDI problem can
be solved in a global sense. The change of coordinates is then

X1 = ¢
X2 = B(q) 4,
and, interestingly, X5 coincides with the generalized momentum vector of the mechanical system [4]. The
system equations become
Xl = Bil(Xl)Xz

: - (23)
Xy = goo(X) + 7+ JU(X)F + fr

with Goo(X) = (B(q)d — c(g,4) — d(4) — e(q)) ’ . As a result, the residual generator (20) is
¢=X1,4=B71(X1) X2

£ = gouY)+7+J(Y1)F+ K(Y2 —€)
r = Yé_ga

(24)

being Y = X and thus, in particular, Y1 = X; = gand Y5 = Xy = B(q)q. The residual dynamics satisfies
r=—-Kr+ f.

Note that, being the term gg2(Y") directly evaluable in terms of the measured g and ¢, no inversion of the inertia
matrix B(q) is needed for the implementation of the residual generator . Moreover, by the skew-symmetric
property of matrix B — 25 in the robot dynamics, we have also the following more explicit expression

oz = S™(q.4) ¢ — d(q) — e(q).

5.2 Simulation results

For testing the FDI scheme , we have considered a planar 2R robot (N = 2) moving in the vertical plane
(i.e., under gravity) and equipped with a 2D-force sensor for measuring possible contacts between end-effector
and environment (see Fig. . For this robot, the dynamic model terms in eq. are

| a1+ 2a3¢c2 a3+ azce N —aﬂqg—i—Qqﬂqﬁ)& | a4c1 +asci2
Bl = | 07 R b | g gy | Tl R ] ) | e oz ],

where ¢ = (q1,g92) = 0 is the horizontal straight configuration, a shorthand notation has been used (e.g.,
c12 = cos(q1 + ¢2)), and we neglected friction terms (d(¢) = 0). The expression of the dynamic coefficients
a; (i = 1,...,5) can be found, e.g., in [25| pp. 152]. The robot links are assumed to be uniform rods of
length /1 = ¢5 = 0.5 m and mass 20 and 10 kg, respectively. The two-dimensional vector of external forces
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joint actuators

7

Figure 1: A 2R planar robot with force sensor at the end-effector

F = (Fx, Fy) is naturally expressed in the frame attached to the force sensor, as depicted in Fig. with the
F'x axis aligned with second robot link. Accordingly, the Jacobian matrix in eq. takes the form

o 5182 0
J(q) o |: by + l1co b9 :| ’ (25)

The residual generator becomes in this case

i — — { a4C1 + a5C12
asciz + azs2 (47 + 41ge)
r = B(g)q-¢

The top-level block diagram used for simulations is shown in Fig. Note that, in this scheme, 7, (actual
joint torques), () (vector of actual joint positions and velocities), and I (actual forces/torques acting at the
robot end-effector) can in general be different, respectively, from 7 (commanded joint torques), @Q,, (vector
of measured joint positions and velocities), and F;,, (measured forces/torques at the robot end-effector), so
that different combinations of hardware faults can be simulated. The commanded torque is generated here
by a standard decoupling and linearizing static state feedback (computed torque) for sinusoidal reference joint
trajectories. Note however that the FDI scheme is not affected by the specific commanded input law, which
may also be a model-independent feedback (e.g., a PID control law) or a pure feedforward.

Figureshows the considered bias-type actuator faults on both joints, with faults having a finite duration
and a time interval of concurrency, and the corresponding behavior of the residuals obtained using a gain
K = diag{0.1,0.1} in the residual generator. The two residuals are completely decoupled and reproduce a
filtered version of the unknown fault inputs.

Simulation results for other types of actuator faults, including total failure and presence of colocated or
non-colocated disturbances on the input channels, can be found in [4]. Moreover, the numerical FDI design
example presented in [8] (actuator fault in a point-mass satellite model) fits in the class considered in this
section.

} +74J(¢)F + K(B(q)q - €)
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Figure 2: The Simulink model used for all simulations
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Figure 3: [Left] Bias-type actuator torque faults for the 2R robot (f-,: blue, solid; f-,: red, dashed); the two
faults are concurrent for ¢ € [95, 185] s. [Right] Corresponding FDI residuals (r1: blue, solid; ro: red, dashed)
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5.3 Experimental results

For a practical validation of the FDI scheme , we have considered the Quanser Pendubot, a 2R planar robot
under gravity, with the first joint driven by a DC motor and the second joint unactuated (see Fig. El) In this
case, (q1,q2) = (0,0) is the downward equilibrium configuration and we considered also a dissipation term in
the dynamic model given by
d(a) — [ Fy1d1 + Feqsign (1) ]
() = o o :
v2d2 + Feasign (42)

The expression and numerical values of the dynamic coefficients can be found in . Joint positions are mea-
sured by sliding-contact encoders, while joint velocities are obtained by numerical differentiation.

Figure 4: The Pendubot robot used in experiments

Several types of faults (bias, saturation, loss of power, etc.) have been tested on the first joint actuator.
On the second (unactuated) joint only a total actuator failure can be emulated, by requiring some torque
that, of course, cannot be provided (f; 2 = —72, so that 7, o = 0). In the reported experiment, the first joint
variable is being regulated to the reference value q14 = 30° by a standard PID controller with Kp = 0.2,
K;=1and Kp = 0.02. Aloss of power of 10% is experienced by the first joint actuator betweent = 1.7 s
and t = 2's, and a total failure of the second joint actuator occurs in the interval [1.9, 2.4] s (the commanded
torque was in this interval 73 = 0.05 Nm). Note that fault concurrence is present for ¢ € [1.9,2] s. In the
discrete time implementation of , K, = K = 50,i = 1,2, and a sampling time 7' = 0.001 s have
been used. Figuresshow respectively the behavior of commanded torques, joint positions, and residual
components.

The fault occurrence is associated to hardly observable effects on the trend of joint variables (feedback
control automatically recovers the small loss of power of the first actuator) and of commanded torques, while
it can be easily recognized in the residual behaviors, in spite of the relatively high level of noise affecting the
first residual component 71 (this disturbance is introduced by the PWM circuit driving the DC motor).

In order to filter out this noise and allow a more reliable detection of faults, we have implemented a dy-
namic thresholding mechanism on r, producing r¢;;;. The filtered residual r¢;; is forced to zero unless it has
been over a fixed threshold for a given time T,.;. When this happens, the occurrence of a fault is recognized.
Similarly, after a fault diagnosis, the residual is reset to zero (indicating fault end) only after it has been below
the threshold for a given time T;..5¢:. At the cost of a small delay in the diagnosis, this mechanism allows cor-
rect detection of even relatively small faults. Figureshows the diagnostic efficiency of this filtering process
applied to the residuals of Fig. |7 using the thresholds displayed therein (9 - 1072 and 2 - 1073 for r; and 79,
respectively), and with Ts.; = 0.03 s and T}eser = 0.02 .
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Figure 5: Experiment on actuator FDI: Commanded torques 7 (blue, solid) and 7 (red, dashed) for a loss
of 10% in the power of the first joint actuator in the interval [1.7,2] s and total failure of the second joint
actuator in the interval [1.9, 2.4] s during feedback stabilization of the first joint position to ¢;4 = 30° (fault
time intervals are also indicated)
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Figure 6: Experiment on actuator FDI: Joint positions ¢, (blue, solid) and g5 (red, dashed) (fault time intervals
are also indicated)
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6 A globally defined residual generator for concurrent faults

The residual generation system described in Sect.can be built around any point of the space state where the
dimension of span {l1,...,Ix}is N, i.e., where matrix H (1) is nonsingular. In fact, at singularity points, the
coordinate transformation and the corresponding system vector fields cannot be computed. Furthermore,
numerical problems may arise near singular points due to the ill-conditioning of H (7). Due to the mechanical
nature of the considered nonlinear systems, these singularities depend only on the generalized coordinates q
and may be thus classified as kinematic singularities in the configuration space.

In order to overcome the above limitations, we propose an alternative FDI design procedure based on a
different coordinate transformation. In particular, let

7Z = Had(xl)x, (26)
being A%? the adjoint of matrix 4, i.e., A%?A = det(A) - I. Equation lb can be rewritten more explicitly as

Z = q

Zy = H*(q)q.

Note that, even if the adjoint matrix H® is defined everywhere, eq. represents a change of coordinates
only where H, and thus H%?, is nonsingular. Away from such kinematic singularities, system in the new
coordinates is described by

2= (@) + Y. k(20w + de (112 | 1
k=1

In particular, the set of NV equations replacing eq. 1i takes the form

Zy = goo(Z) + Y Gio(Z1) uy, + det (H(2)) f, (27)
k=1
being 922 the second set of N components of vector fields g;, fork =0,1,..., m. Redefining as measurable

output Y = (Y1,Ys) = (Z1, Z2), a possible residual generator is

¢ =g6o(Y)+ Y oY1) up + K (Y2 — )

— (28)

r= }/2 - Ca
whereie RY,r e RN, and K is a diagonal positive definite matrix. The residual generator , differently

from (20), is defined everywhere (in particular, { and r are bounded, as long as the monitored mechanical
system is stable). However, since the residual dynamics is

f:_Kr—i—det(H(Q)) [

the residual generator is not affected by the faults at configurations where H(q) is singular. Nevertheless,
if the kinematic singularities are sets of zero measure in the configuration space, the residuals will become
generically nonzero in the presence of fault.

3At singularity points, it may be possible to build an exact residual generator for a subset of faults that still verify the necessary
condition . However, this subset of faults is in general different at each singular point, and the problem of a suitable switching
strategy between FDI systems would arise in that case.
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6.1 Detection and isolation of force/torque sensor faults in robots

The above global FDI method is useful for the problem of detecting and isolating faults of the force/torque
sensor located at the end-effector of a robot with IV joints. To this end, we define the generalized force mea-
surement fault fr as

fF =F - Fmv

being F' € IRM the actual vector of generalized forces acting from the environment on the robot end-effector
and F,, € RM the corresponding measures provided by the force/torque sensor. The robot equations become
then

B(q)i+ c(q,q) + d(§) +elq) =7+ T (Q) Fm + T (q) fF.

In this case, from eq. , itis H(x1) = B~'(x1)J"(z1). For the sake of simplicity, we assume that the robot
is non-redundant for the given task and that the force/torque sensor provides measures in any generalized
direction of the task space (N = M). Therefore, the Jacobian J(q) is square and has a finite number of
configuration sets of zero measure where it looses full rank (kinematic singularities). Taking into account that
the inertia matrix B(q) is positive definite everywhere, define the following transformation

Z1 = q

29
Zy = JT(q)B(q)q. 29)

Note that this is a slightly different, and more convenient choice than the one that would derive from a direct
application of eq. , i.e.,
Z1 = q

Zy = (B~Y(q) T"(a))™ ¢.

As before, equation can always be computed, but defines a change of coordinates only where J(q) is
nonsingular. In the new coordinates, the dynamics of Zs is

Zy = g4o(Z) + TN Z1)7 + det (J(Z1)) (Fu + fr)

where

96(2) = [T7Uq) (Bla)i — e(a:4) — d(d) — e(a)) + ") Bla)d]| PRIANICATS

I=209= ~4et(J(Z1))
Accordingly, a suitable residual generator for detecting and isolating the fault vector fr is

¢ = oY)+ JT*(Y1)7T + det (J (V1)) Fy + K (Y2 = ()

r=Yy—(,

(30)

where Y = (Y1,Y2) = (Z1, Z2) is the redefined measurable output. The residual dynamics is then
7= —Kr+det(J(q)) fr,

i.e., that of an exponentially stable system affected by the faults fz at all configurations out of the robot
kinematic singularities.

Note that, in order to detect and isolate faults on all components of the force/torque sensor, it is necessary
that the applied command 7 (to be used in ) is faultless. In fact, on the basis of the necessary condition ,
the maximal number of possibly concurrent faults that can be detected and isolated is already ‘saturated’ by
the M = N faults of the force/torque sensor componentsd. However, both types of faults could still be
detected and isolated, if one assumes that they never occur simultaneously, as will be discussed in Sect.

40f course, in case of a redundant robot with N > M, it would still be possible to detect in general N — M further faults, beside
the M faults of the force/torque sensor at the end-effector.
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Figure 9: [Left] Bias-type faults of the 2D-force sensor (fF, : blue, solid; fr, : red, dashed); the two faults are
concurrent for ¢ € [109, 190] s. [Right] Corresponding FDI residuals (r1: blue, solid; r3: red, dashed)

6.2 Simulation results

For testing the global FDI scheme , we have considered the same 2R robot described in Sect. With
reference to Fig., the force sensor is assumed to be constituted by two different sensing devices (load cells),
for the two directions (X, Y') in the frame attached to the end-effector. The two different faults of the sensor
are then actually caused by a separate failure of the two load cells. The 2D-force sensor fault vector is then
fr = (fry, fr,) (defined in the rotated frame attached to the sensor). The associated Jacobian J(g) in
eq. has determinant |J| = ¢1/5 sg, thus being singular for g2 = {0, £7}.

First, we note that at singularities, the first row of the Jacobian J(¢) given in 1i vanishes, while the second
row is always different from zero. Hence, condition is always verified for a fault of the Fy component of
the force sensing device (see Fig., which may thus be detected at any configuration. On the other hand, a
fault on the F'x component of the force sensor cannot be detected at all in singular configurations. In fact,
since the kinematic singularities of this robot occur when the second link is aligned with the first one, any force
component Fx is fully compensated by the reaction of the mechanical structure and produces no net torque
at the joints.

The adjoint matrix of J(gq) is

J*(g) = [ b ’ ] ,

—fg — flcz 5182

and the residual generator becomes in this case

. 0 418 (jg .
_ _JTad dacLtascly 19202 | p JTad (10o53F
¢ (a) [ asciz + azs2(¢? + 41d2) 1o 01 ¢2Go (2)q + ()7 + brlas:
+K (J7*(q)B(q)q — ¢)
r= J*q)B(g) ¢ - C.
The corresponding residual dynamics is
7= —Kr+lilysing fr. (31)

Simulation results are reported in Fig. @for the case of bias-type faults of the 2D-force sensor. During the
simulation, there is no contact between the robot and the environment (F' = 0). The commanded torque is
generated by computed torque feedback control for sinusoidal reference joint trajectories. In particular, the
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variable ¢o tracks a sinusoid of amplitude 7 /8 and angular frequency 0.1 rad/s. This clarifies the oscillatory
behavior of the residuals in right plot of Fig.@ Even if the robot periodically crosses the kinematic singularity
q2 = 0, the residuals are bounded and generically nonzero during the failure of the force devices. A gain
K = diag{0.1,0.1} has been used.

6.3 Experimental results

Consider again the Pendubot robot described in Sect. We note that this robot has no force sensor, so
we could only emulate a faulty condition by feeding a non-zero spurious signal as force sensor measurement
during robot free motion (when the measured F' should be zero). The two-dimensional vector of external
forces F' = (F'x, Fy) at the robot tip is naturally expressed in a frame having the X -axis aligned with second
link, and accordingly is the 2D-force sensor fault vector fr = (fry, fry )-

We have seen that the Jacobian matrix takes then the form

5182 0 :|

J(9) = |: by + licy U

with det J(q) = ¢1/3 s2. However, when implementing the residual generator 1i we introduced a further
simple modification. Instead of using the adjoint of the Jacobian transpose matrix, we have selectively canceled
the singular factors in each row of J~T(g) by premultiplying this matrix by diag{s2, 1}. The result is a matrix

1 _ 1 _ c
rr-[ % 8]

which is defined and nonsingular at any configuration ¢. We have used then JTﬁ(q) in place of JTad(q) in the
residual generator , and defined also the residual with an additional diagonal matrix K’ (typically chosen
equal to K to get unit gain in the response to faults), i.e.,

r=K' <JT”(q)B(q)d - C) :
As a result, the corresponding residual dynamics is
i1 =—Kiri + Kis2fry, Ty = —Kors + Ko fry (32)

which shows that the component 7 of the residual vector is not affected by fault fr, at configurations where
sin g2 = 0, whereas 73 has perfect sensitivity to fr, in the whole workspace.

In Figs. experimental results (obtained in the same operative conditions described in Sect. are
reported for the case of bias-type faults of the 2D-force sensor. During the experiment, there is no contact
between the robot and the environment (F' = 0) and the first motor is driven by an open-loop sinusoidal
voltage of amplitude 0.1 V and angular frequency 1 rad/s. The emulated sensor faults are a bias of —1 N
affecting the measure of Fx in the interval [1.8, 5.5] s and a bias of 0.05 N on the measure of Fy in the interval
[1,4] s, with fault concurrency for ¢t € [1.8, 4] s. The evolution of the joint variable g2 reported in Fig.clariﬁes
the corresponding oscillatory behavior of the residual r; in Fig. according to eq. . Figureshows that
the onset and termination of both sensor faults are clearly detected and isolated. Indeed, the residual r; is
below the detection threshold when g5 is around the singularity. Dynamic thresholding of the residuals of
Fig.can be performed similarly as in Sect. obtaining the final result of Fig.
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Figure 10: Experiment on force sensor FDI: Joint positions ¢; (blue, solid) and ¢ (red, dashed) —time intervals
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7 The case of non-concurrent faults

In Sect.@we have shown how to deal with kinematic singularities of the mechanical system that make
the necessary condition for FDI not satisfied at sets of points of zero measure. We examine now the case
when the necessary condition is generically violated. In practice, this occurs every time the number of faults
to be detected and isolated exceeds the maximal number allowed by Theorem namely the number N of
generalized coordinates.

The violation of implies that it is not possible to build, for each fault input f;, 7 = 1,..., s a residual
generator whose output is only affected by f; and not by any other fault input fi, k& # i. As a consequence, in
the hypothesis that multiple simultaneous faults may occur, it is in general not possible to discriminate each
fault from all the others. Of course, detection and isolation would still be possible for those faults satisfying 1i
for FDI of a single fault.

The assumption that two different faults never act on the system at the same time (non-concurrency) or, at
least, that the probability that this event is negligible, seems to be acceptable in many situations of interest. In
this case, one may try to design a bank of residual generators, so that any single fault affects a different combi-
nation of residuals, thus allowing perfect fault isolation even when is violated. Of course, the hypothesis
of non-concurrency is not realistic for disturbances, so that the assumption of absence of disturbances (r = 0)
is somehow mandatory in the following nominal FDI desig.

The basic ingredient of the approach is to consider a generalized (or relaxed) problem of Fault Set Detection
and Isolation (FSDI). Following the ideas proposed in [18], we can define v suitable subsets L1, ..., L, of the
set L = {ly,...,l5} of fault vector fields in , such that:

i) any fault vector field is at least in one set;

i) anyset Ly, fork =1,...,v,isaminimal basis of span { L}; thus any set will necessarily have cardinality
d =dim(span{L}) < s.

The above can always be obtained, as we will show constructively in Sect. Note also that, for d = s,
we have v = 1 and condition is satisfied for the single set of all faults (the results of Sects. would then
apply). In general, it may also be Ly, () Ly # 0.

By considering only the fault vector fields in a single set L;, the construction in step ii) will make the
condition l) automatically verified. Thus, a residual generator RG}, (with vector output r) can be designed
according to the guidelines illustrated in Sects. This procedure can be repeated for every set L;, k =
1,...,v, obtaining vectors r1, ..., r, of residuals. The resulting overall dimension of the FDI dynamic system
will be therefore Nigt = v - d.

By construction, a fault f; will affect one and only one component of each residual vector r; such that
l; € L. On the other hand, for residual vectors 7 such that [; & Ly, it can be verified that at least two
components will be affected by fault f; if and only if

span {l;} Z span{l;}, Vj#1i. (33)

When this condition is satisfied, a constructive solution to the FDI problem in case of non-concurrent faults is
readily available.

*Indeed, this hypothesis might appear quite restrictive. On the other hand, even the general assumption that disturbances and
faults affect different quotient systems, so that they can be perfectly decoupled, is quite unrealistic for mechanical systems. However,
in this case, disturbances mainly have the character of noise, so that it should be possible to discriminate them from faults on the basis
of a statistical analysis of residuals.
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In fact, since any set Ly, = {lx,, ..., i, } is by construction a basis of span {l1, ..., s}, for each fault vector
field l;, 7 = 1,..., s, there exists a set of d smooth, real-valued functions «; . 1(q), - . ., @ x.a(q), such that
d
li(q) = oin (@), (a), (34)
j=1

at least locally. In particular, due to condition , if [; ¢ Ly, there must exist at least two different indices
j1 # jo such that

Qi (@) 0, ik j,(q) #0, (35)

in eq. . Then, for the generic residual component ry, , (i.e., o-th component of vector residual 7), it holds

o = —K ko +01(q) | fr, + Y Cikold)fi] - (36)
@l ¢ Ly,

In eq. , we have ¢ (q) = 1if the approach in Sect.has been used for the design of the residual generator
RGy, while itis ¢y (q) = det (Hk(q)), with Hy(q) being the matrix having as columns the vector fields in Ly,
if a globally defined residual generator RG}, has been devised according to the guidelines of Sect.@

Suppose now that, f;(t) # 0 at some instant ¢ (all other fault inputs are zero for the non-concurrency
assumption). If /; is in set L, at position j (i.e., fp]. = fi, while f, =0, Vo # j), from it is

pi(t) = —Krp;(t) + dp(q) filt),
Tpo(t) = —K1,.(t), Yo #j,

i.e., only the j-th component of 7, is affected by fault f;. Clearly, the same is valid for any other residual
vector r,, such that [; € L. Instead, for any ry, such that [; ¢ Ly, due to 1i at least two different indices
J1 # Jo exist such that ry, ;,, ry ;, are affected by f;. In particular, from lb and , the dynamics of these
two residual components is

g () = =K1, (8) + or(@) ik g (9) fi(t),
gy () = —K Ty (t) + ¢r(q) ik j, (@) filt).

This confirms that, if condition is verified, each fault f; affects a different combination of residual compo-
nents, allowing detection and isolation of all faults under the assumption of non-concurrency.

Note that the violation of implies that the two faults f; and f; act ‘on the same input channel’ (see
also eq. in Sect. and the associated comments) so that, as intuition suggests, they cannot be isolated
even if they are never concurrent. As a matter of fact, eq. is the weakest necessary condition to be verified
in order to be able to isolate fault f; from f;.

Inthe next Sect. we provide an algorithm for selectingthe sets L1, . . ., L,, of fault vector fields on which
the construction of the proposed FDI system for non-concurrent faults is based. In the following Sects.
and we will detail this FDI procedure with two examples of increasing complexity and support the analysis
by some simulation results.

7.1 Selection of suitable subsets of fault vector fields

The algorithm for selecting the fault sets L1, ..., L, is given next in a pseudo-code format.
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%First phase:

%Creation of v sets of fault vector fields
L=Al,...,ls};

k=0;

while L # {0} do

{

k=Fk+1;
Ly = {0};
forle L

{
if span {i} Z span {L}

Ly=L,Ul;
L =L\l
}

}
%
v==k;
%Second phase:
%Completion of the last v — 1 sets, if needed
L:{ll,...,ls};
fortr=2:v
{
forl e L
{
if span {l} Z span{L;}
L;,=L;UlL
}

}.

In practice, in the first algorithm phase, vector fields are moved from L to set L, as long as they are not
in span{Ly}. When no further vector field can be appended from L to set L, a new set Ly is created,
until L is empty. In this way, it is guaranteed that any fault vector field is at least in one set. Furthermore, due
to assumption , at the end of this phase any set Lj, contains at least two vector fields (in particular, the
cardinality of L1 is certainly d), except L, that may contain just one. Hence, the maximum number of sets is
Vmax = (%W + 1, being [x] the ‘roof’ integer of . In the second algorithm phase, the sets Lo, ..., L, are
then completed with suitable fault vector fields so that each becomes a basis of span {1, ..., s}

7.2 FDI of non-concurrent actuator and force sensor faults: A planar 2R robot

We consider now the case in which any of the robot joint actuators and any component of the force/torque
sensor at the end-effector may undergo a failure, respectively with fault inputs f; and fg. In the absence of
disturbances (r = 0) and neglecting for simplicity dissipative terms, the robot dynamic model becomes
then

B(q)i + c(q:4) +e(q) = 7+ T (@) Fo + fr + T (a) fr- (37)

We have thus a total of N + M possible faults, where NN is the number of generalized coordinatesand M < N
is the number of Cartesian task coordinates (typically, N = M = 6). By Theorem we know that it will be
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impossible to solve the FDI problem if we admit in principle the concurrency of all faults (more than IV in this
case). Therefore, this is a typical situation where we can apply the analysis and the conditions for solving the
relaxed FDI problem under the non-concurrency assumption.

In the rest of this section, we will consider in detail the 2R robot previously introduced (see Fig.. Thus, the
system can be affected by the faults of the two joint actuators ( f; = f-,, fo2 = fr,) and of the two components
(f3 = fry, f2 = fr,) of the force sensor located at the end-effector. A total of s = 4 > 2 = N fault inputs
characterize the system dynamics and, accordingly, condition for the detection and isolation of possibly
concurrent faults is always violated.

Let us check condition for the isolation of non-concurrent faults. According to the robot model terms
introduced in Sect. we have the four fault vector fields

Lallo] e[o% 0]

SERCIERENIETS

where [1 and [, are related to the joint actuator faults, while I3 and I4 to the force sensor faults.
The dimension of span {l,...,14} is clearly d = 2. The fault sets generated by the algorithm in Sect.
are either
L1 = {ll,lz}, L2 = {lg,l4}

or
ERUNAY 5 ={l2, 13}

depending on the order of processing of vector fields (we prefer the lexicographic one). No matter which pair
of fault sets we consider, it is immediate to check that

span {/3} C span {1}

and thus that condition is anyway violated. In this situation, it would not be possible to discriminate a
fault of the load cell in the X direction of the sensor (f3) from a fault of the first joint actuator (f1).

7

Figure 14: A different assembly of the force sensor allows the fulfillment of condition for the isolation of
all non-concurrent faults in the 2R robot
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However, it is possible to overcome such obstruction with a different assembly of the force sensor on the
end-effector. In particular, it is sufficient to introduce a suitable angular displacement o between the X axis
of the force sensor frame and the second link axis, as shown Fig. The corresponding Jacobian matrix is

. l159q + 250 1254
Ta) = [ lacq +licaa  facq ] ’

where s9, = sin(g2 + «) and ca, = cos(ga + «). The original fault vector fields [3 and I, are then replaced by

I — o)) 01590+ 0254, L — o)) laca + licaa
5 Bil(Q) 623(1 ’ 4 Bil(Q) EQCa '

It is easy to see that condition is now generically satisfied.
We will work with the following fault sets, as generated by the algorithm in Sect.

Ly ={l1,la}, Lo={l3,l4}.

For each of these two fault sets, a residual generator can be designed according to the guidelines of Sects.
In particular, for L1 one can proceed asin Sect. yielding r; = (r1,1,71,2), while for Ly the design procedure
proposed in Sect.can be followed, yielding 2 = (12,1, 72,2).

For the overall FDI system, Tablerepresents the so-called Residual Matrix, where a ‘1’ (respectively, a ‘0’)
entry at position (4, 7) means that the i-th fault affects (respectively, is decoupled from) the j-th component
of the compound residual vector r = (ry,r2) = (r1,1,71.2,72,1,72,2).

residual | 11 | 12 | 72,1 | 72,2
fault
I 1 0 1 1
fr 0 1 1 1
fry 1 1 1 0
fry 1 1 0 1

Table 1: Residual Matrix associated to the FDI system for non-concurrent faults of the joint actuators (f-,, fr,)
and of the force sensing devices (fr,, fr, ) in 2R robot —Cartesian X, Y directions are those defined in Fig.

Based on Table the Isolation Matrix in Tablecan be built, associating any combination of excited/non-
excited residuals to the occurred fault. ‘NA’ entries in this table correspond to non-admissible situations —due
to the structure of the [;’s, while ‘NC’ characterizes the combination that is not compatible with the non-
concurrency assumption —thus not allowing fault isolation.

72,1 722 11 10 01 00
1,1 71,2
10 fn | NA | NA NA
01 fr | NA | NA NA
11 NC | fry | Ry NA
00 NA | NA | NA | nofault

Table 2: Isolation Matrix corresponding to the Residual Matrix of Table

The isolation logics of Tablecan be further used to select just one of the residual components (the ‘most
representative’ of the isolated fault) as the only non-zero output of the FDI system, while forcing the other
residual components to zero. In this way, a one-to-one correspondence between faults and residuals is kept
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Figure 15: The logical scheme (with AND gates, negated inputs, and multipliers) for the isolation of non-
concurrent faults of actuators and force sensor components in 2R robot

as in the case of possibly concurrent faults@. This logical processing stage is schematically represented by the
combinatorial circuitin Fig. By defining the result of this isolation logics (i.e., the residuals -, , r+,, 7, and
Ty in the figure) as new output of the FDI system, the corresponding Residual Matrix would become diagonal.

Simulation results for the case of non-concurrent, bias-type faults of the joint actuators and of the force
sensing devices are reported in Figs. In this simulation, the second joint variable g2 tracks the reference
trajectory qg(t) = m/8sin0.27t. In Fig. it can be observed how multiple residuals are excited by the
occurrence of faults, in agreement with Table while the implemented isolation logics gives back a perfect
decoupling between each fault and an associated residual (Fig. .

0.2 T T T T T T T 0.7

06

m, (Nm)
°

021

011

I I I I I I I I I I I
0 400 500 600 700 800 0 100 200 300 400 500 600 700 800
s s

Figure 16: Non-concurrent, bias-type faults of joint actuators (Left. f;,: blue, solid; f,: red, dashed) and of
force sensor components (Right. fr,: blue, solid; fr, : red, dashed) in 2R robot

®While this choice is elegant from a theoretical point of view, a more robust behaviors is expected in practice by keeping also other
representative signals among the built residuals.
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Figure 17: FDI residuals (before the isolation logics of Fig. corresponding to the faults of Fig. Left: 711
(blue, solid) and ry 2 (red, dashed). Right: r3 1 (blue, solid) and 3 > (red, dashed)
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Figure 18: FDI residuals (after the isolation logics of Fig. corresponding to the faults of Fig. Left: 7,
(blue, solid) and r, (red, dashed). Right: 7, (blue, solid) and rr, (red, dashed)

7.3 FDI of non-concurrent actuator and force sensor faults: An elbow-type 3R robot

To furtherillustrate the FDI design methodology in the case of multiple but non-concurrent faults, we consider
a slightly more complex example, namely the elbow-type manipulator with N = 3 revolute joints of Fig.
The robot is equipped with a 3D-force sensor at the end-effector to measure possible forces when in contact
with the environment.

The first (base) link has an inertia I; around the vertical axis. We assume that the second and third links
are uniform thin rods. For the i-th link (¢ = 2, 3), m; is the mass, ¢; is the length, I; is the central moment of
inertia around a direction orthogonal to its axis, and £, is the distance (along the link axis) between its center
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Figure 19: A 3R elbow-type robot with force sensor at the end-effector

of mass and the i-th joint axis. The expressions of the dynamic terms B(q), ¢(q, ¢) and e(q) in eq. are

[a1 + aac3 + 2ascaco3 + asc3s 0 0
B(q) = 0 asz + 2aqc3  as + asc3
i 0 as + ascs as
261(q)q1¢2 + 2062(q)d1¢3 0
c(q,4) = | —B1(9)d; — aa(d3 + 2Gags)ss e(q) = | apca +arcas |,
L —Ba(@)dF + audsss arc2s
with dynamic parameters a;, 7 = 1, ..., 7 given by
ar = I1 ay= m2€§2 + mﬂ% + 1y ag= m2€§2 =+ mg([% + 652]3) + I
ay = m3€2€g3 a5 = m;),fzs + 13 ag= g(mgfm + mgfz) a7 = gmgfgs,
and where the following functions have been defined for compactness
Bi(q) = —azsaca — as(saca3 + c2523) — as523Co3

B2(q) = —aacasaz — assa3cas.

The three-dimensional vector of external forces F' = (F'x, Fy, Fz) possibly acting on the end-effector is
naturally expressed in the frame attached to the force sensor, as depicted in Fig. with F'x and Fy axes on
the motion plane of the last two links (in particular, F'x axis is aligned with the third robot link), and F; axis
perpendicular to such plane. Accordingly, the Jacobian matrix in eq. takes the form

0 6283 0
J(q) = 0 b3+ lacs l3 |, (38)
—5202 — 63623 0 0

where /5, {5 are the lengths of the last two robot links.

Considering the possible occurrence of faults for any of the actuators and for any of the components in the
3D-force sensor (s = 2N = 6), we define fi23 = fr, 7, and fa56 = fry Ry, F,- Note that we implicitly
assume in this fault modeling that the force sensor is constituted by three different sensing devices (load cells),
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one for each of the three directions (X, Y, Z) in the frame attached to the end-effector (see Fig. . Thus,
the three different faults of the force sensor are caused by separate failures of the three load cells. We have
then the following fault vector fields:

h= [ ng(q) } é b= [ ijl3((1) } g s = [ B‘Olg(Q) ] (1)

0 0 —lacg — l3ca3
ly = _ lys ls = _ U3 + lyc lg = _ 0
! [B I(Q)} ol [B 1((1)] A [B 1((1)] 0

(39)

We check the conditions for the detection and isolation of all faults under the non-concurrency assumption.
The dimension of span {l1,...,lg} is clearly d = 3. The fault sets generated by the algorithm in Sect.are
L1 = {ll, lg, lg} and L2 = {14, l5, l6} Since

span {4} C span{l>}, span {ls} C span {1},

condition is violated for the involved fault inputs. In this situation, it would not be possible to discriminate
a fault f, of the load cell in the X direction from a fault fo of the second joint actuator, nor a fault fg of the
load cell in the Z direction from a fault f; of the first joint actuator. However, it is again possible to overcome
such obstruction with a different assembly of the force sensor on the end-effector, like we did in the 2R planar
case. Rotating the force sensor frame by an angle o € (0, g) around the original Y axis of the sensor frame
itself (see Fig., the Jacobian matrix becomes

—EQCQSOC — EgCQgSa EQSgca 0
J(Q) = 0 l3 + locg U3
—EQCQCQ — 63023004 —EgSgSa 0

Then, the original fault vector fields l4, I5, [ are replaced by

0

05 —laca54 — l3C2354 05
s ]| e 5= [ 5 || ot
—lacacy — l3ca3cy
lg = O3 —098358
6 B_l(q) 2939«

0

It is easy to see that condition is now generically satisfied by all fault vector fields of the sets L1 and Lo.

In order to detect and isolate all faults under the hypothesis of non-concurrency, a bank of five residuals has
been used, according to the Residual Matrix of Table Note that this matrix has all different rows, confirming
that the chosen set of diagnostic signals is suitable to solve the FDI problem under non-concurrency of faults.
Indeed, the first four columns of the considered matrix (and thus the use of residuals r1, ..., r4 alone) would
be already sufficient to our purposes. However, the additional use of residual r5 guarantees that all rows of
the residual matrix differ from each other by at least two elements, resulting in a more robust FDI system.
Moreover, the chosen set of residuals has an additional nice property: for each (actuator or force sensor)
fault, a diagnostic signal exists that is affected by the considered fault, but not affected by the other two faults
of the same type. Therefore, a perfect decoupled FDI behavior is recovered in case we assume that ejther only
actuator or only force sensor faults will occur.

In any event, using the logical scheme of Fig. any occurred actuator/force sensor fault will be associated
to aresidual that exactly isolates it from the other faults, so that a one-to-one correspondence will be recovered
between faults and residuals at the output of this isolation logics.
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Figure 20: A different assembly of the force sensor allows the fulfillment of condition also for the 3R

elbow-type robot
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Table 3: Residual Matrix associated to the FDI system for non-concurrent faults of the joint actuators (f,,
fra» fr3) and of the force sensing devices (fr,, fr,, fr,) in 3R robot —Cartesian X, Y, Z directions are those

defined in Fig.
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Figure 21: The logical scheme (with AND gates, negated inputs, and multipliers) for the isolation of non-

concurrent faults of actuators and force sensor components in 3R robot
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Figure 22: Non-concurrent, bias-type faults of joint actuators (Left. f : black, solid; f-,: red, dashed; f,:
blue, dot-dashed) and of force sensor components (Right. fr,: black, solid; fr, : red, dashed; fr,: blue,
dot-dashed) in 3R robot
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Figure 23: FDI residuals (before the isolation logics of Fig. corresponding to the faults of Fig. Left: rq:
black, solid; r5: red, dashed; r3: blue, dot-dashed. Right: r4: black, solid; r5: red, dashed
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Figure 24: FDI residuals (after the isolation logics of Fig.|21) corresponding to the faults of Fig. Left: v,
(black, solid), -, (red, dashed), and r,, (blue, dot-dashed). Right: rr, (black, solid), rr, (red, dashed) and
rr, (blue, dot-dashed)
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Simulation results are reported in Figs.for the case of non-concurrent, bias-type faults of the joint
actuators and force sensing devices. Figure ) confirms that the five residuals r; are excited by the occurrence
of faults in agreement with TabIe On the other hand, the effect of the isolation logics of Fig. is evident
from the time behavior of its output signals reported in Fig.

8 Conclusions

In this SAPHARI report, we have further developed model-based methods for the detection and isolation of
faults in robot manipulators (or, more in general, for the class of nonlinear mechanical systems described by
Euler-Lagrange equations), under the assumptions that i) the fault inputs can be modeled as acting at the ac-
celeration level of the robot dynamics, ii) the system model is perfectly known, and jii) the state is measurable.

For the case of possibly concurrent faults, the following results have been established:

e A necessary and sufficient condition has been given for the solution of the FDI problem in mechanical
systems (see eq. for a single fault and eq. for multiple concurrent faults).

e When no disturbances affect the mechanical system, the maximum number of possibly concurrent faults
that can be detected and isolated equals the number of its generalized coordinates (Theorem .

e The actual design of a residual generator that solves, at least locally, the stated FDI problem has been
shown. The residual dynamics is always linear (and thus exponentially stable).

e When the necessary and sufficient condition is violated at isolated configurations, a design tech-
nique for a globally defined FDI system has been proposed. The resulting residual generator is not af-
fected by the fault inputs only at these (kinematically singular) configurations.

When the necessary condition for detection and isolation of concurrent faults is generically violated, the
following has been shown:

e The FDI problem can still be solved under the weaker necessary and sufficient condition , under the
additional assumption that the faults are non-concurrent.

e An algorithm is available for the design of a residual generator that solves the FDI problem in the case
of non-concurrent faults.

The proposed techniques have been illustrated through their application to the FDI problems for concur-
rent or non-concurrent faults of robot actuators and force/torque sensor located at the end-effector, with
simulation and experimental results for a 2R planar robot and with simulations for a 3R elbow-type robot.

We would like to conclude with a series of considerations on further research directions.

e Acceleration-level faults naturally leads to a nonlinear model which is affine in the fault inputs. There
are other types of physical faults in a mechanical system that do not have this nice feature, e.g., position
and velocity sensor faults. Indeed, one can manipulate the system equations so as to recover linearity in
terms of an extended set of suitable fault inputs. However, this modeling artifact typically generates sets
of fault inputs that are activated always concurrently, in response to a single physical fault. Therefore,
the concepts and methods for fault set detection and isolation (FSDI) problems may turn out to be useful
in these cases.
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e Aninteresting issue arises when considering the maximal number of possibly concurrent faults that can
be detected and isolated in case the mechanical system includes flexible components. For instance,
when the elasticity of the IV joints/transmissions of a robot manipulator cannot be neglected, the num-
ber of generalized coordinates that correctly describes the system is 2N (say, the motor and the link
position variables). Therefore, our Theorem (1| predicts that 2/N concurrent faults could be simultane-
ously handled. Consider a LWR KUKA robot with N = 7 elastic joints and a F/T sensor mounted on its
end-effector (measuring M = 6 components). As a matter of fact, it can be easily verified that we can
design 7 residuals for the actuators faults (as done in [4, Sect 5.1]) and 6 residuals for the F/T sensor
faults (using the methods of Sect. @) that solve the FDI problem without requiring non-concurrency.

e The introduction of some parametric uncertainty in the dynamic model of the mechanical system re-
quires an adaptive version of the proposed FDI scheme. Special attention should be devoted to the
stability analysis when adaptation is performed simultaneously to the occurrence of faults. Some pre-
liminary theoretical and experimental results in robotic systems have been presented in [5].

e When disturbances prevent perfect isolation of faults, the definition of threshold values useful for prac-
tically discriminating the occurrence of faults (possibly, of specific types) from (small) disturbances is
indeed of interest. A statistical characterization of the disturbance should be helpful in this case.

e Inthe presence of measurement noise and consistent disturbances and/or large parametric or structural
model uncertainties, a purely model-based FDI method is bound to fail in practice (i.e., will produce
false alarms or miss actual failures, depending on the level of thresholds). Nonetheless, our nominal FDI
designs can be integrated with other model-based and signal-based methods in a reliable and robust
monitoring and diagnostic architecture, as illustrated in Fig. For instance, the robot actuator FDI
method based on generalized momentum has been already successfully included in the past in such an
architecture (see [21]).
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Figure 25: Model- and signal-based residuals generation (left) and their neuro-fuzzy integration for FDI (right)

e A natural development is to combine one the proposed FDI methods into a fault-tolerant control (FTC)
scheme. Considering the specific case of actuator faults in robot manipulators, two special situations
may arise. If the robot is kinematically redundant and a locked actuator fault has been isolated, the su-
pervisory controller should be able to simply reallocate the desired end-effector motion to the remaining
degrees of freedom. On the other hand, if a total actuator fault has been isolated, the robot typically
becomes an underactuated mechanical systems and the switching to a totally different control law (see,
e.g. [3])) is needed for completing a reconfiguration task.
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Appendix A: Computation of ¥/

In order to compute the distribution Z*P, the smallest involutive distribution containing P and conditioned
invariant for system , consider the nondecreasing sequence of distributions defined as follows:

Sp =P

Spi1 = Sp+ Z [9i, Sk N ker{dh}] ,
i=0

where A denotes the involutive closure of a distribution A. If there exists an integer k* such that Sy« 1 = S+,
then ©F = Sj.-. Clearly, it is
P o p. (40)

With the system output y = h(z) = z (ker{dh} = (), it s, in particular, 3 = P, which corresponds to the
minimal (in the sense of distribution inclusion) X" w.r.t. any other choice for h(z).

Appendix B: The observability codistribution algorithm (o.c.a.)

For system (8) and a fixed codistribution ©, consider the following nondecreasing sequence of codistributions:

Qo = O Nspan{dh}

Qr+1 = ON (Z Ly, Qx +span{dh}> .

=0

Suppose that all codistributions of the above sequence are nonsingular, so that there is an integer £* < n — 1
such that Q = Qp~, for all k > k*. Then, we define 0.c.a.(©) = Q~. Clearly, it is

o.ca.(©) CO. (41)
With the system output y = h(x) = z, (span{dh} is the whole cotangent space) it is, in particular, 0.c.a.(©) =

©, which corresponds to the maximal (in the sense of codistribution inclusion) o.c.a.(©) w.r.t. any other choice
of h(x). Also note that for any distribution P, from egs. and 1i itis

[o.c.a. ((Zf)L)}L oxPopoP (42)
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