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ExecuƟve Summary

We report new results on the Fault DetecƟon and IsolaƟon (FDI) problem for actuators and/or sensors in robot
manipulators. We assume that the robot is possibly in contact with the environment at the end-effector level
(thus, under the acƟon of joint motor torques and generalized forces at the contact), and is equipped with a
F/T wrist sensor. The following faulty situaƟons have been considered for the robot actuaƟng/sensing system:

a) actuator faults (of any type: total, power loss, bias, etc.), occurring also simultaneously;

b) faults (of any type, as before) on force/torque sensor components, occurring also simultaneously but
not together with a fault of any actuator;

c) presence of either actuator or force/torque sensor faults, but assuming non-concurrency of faults (only
one fault can be acƟve at a Ɵme).

The considered class of faults can bemodeled as affine inputs entering the system dynamics at the acceler-
aƟon level, with their acƟon depending only on the system generalized coordinates. Assuming throughout that
the full system state is measured, the exisƟng necessary condiƟons of geometric nature for model-based FDI
in nonlinear systems [8] turn out to be also sufficient, and lead to construcƟve designs of residual generators
for the above class of faults in mechanical systems.

In this single common framework, we first recover our previous method for robot actuator FDI based on
generalized momenta [4] (case a)). Case b) involves the occurrence of isolated kinemaƟc singulariƟes, which
can be handled by a slight modificaƟon in the design of globally defined residuals. Case c) is moƟvated by
the violaƟon of the necessary condiƟon for exact fault isolaƟon in robots. In fact, for a mechanical system
with N generalized coordinates, one can perfectly isolate (with decoupled residuals) at most N concurrent
faults. The saƟsfacƟon of a weaker condiƟon allows then to isolate mulƟple faults in case c). Following the
guidelines of [18], we provide an algorithm for seƫng up an hybrid (conƟnuous/logical) system that generates
the residuals and isolate the faults under the assumpƟon of their non-concurrency.

We illustrate the FDI designs and show their performance in different faulty condiƟons with simulaƟons
and simple experiments. All obtained results are exact in nature, in the sense that isolaƟon of faults does not
require a comparaƟve numerical evaluaƟon of the generated residuals. Indeed, this approach is to intended
for the nominal design of a FDI system, while addiƟonal processing will be needed in order to cope with large
measurement noise and uncertainƟes in the robot dynamic model.
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1 IntroducƟon

In the control of complex dynamic plants, the problem of automaƟcally detecƟng the occurrence of a faulty
behavior in one or more of the hardware components is crucial for reliable conƟnuous operaƟon [23]. When
the system supervisor has recognized the type and locaƟon of a fault, it can acƟvate a reconfiguraƟon of the
sensing, actuaƟng, communicaƟon, and control devices so as to minimize performance degradaƟon or even
recover full operaƟon.

Especially when physical redundancy of components is not present in the plant, fault detecƟon and iso-
laƟon (FDI) is a prerequisite for a fault tolerant control (FTC) architecture. DetecƟon of a fault consists in the
generaƟon of a diagnosƟc signal triggered by a deviaƟon of the plant from the expected behavior, based on
the processing of the available signals and/or the use of a dynamic model. In parƟcular, the occurrence of a
fault has to be disƟnguished from the effects of disturbances. IsolaƟon of a fault consists in the discrimina-
Ɵon of the occurrence of a specific fault out of a set of potenƟal failures. A generic fault may have different
life span (persistent, intermiƩent, concurrent with other faults), onset (incipient or abrupt), severity (total or
parƟal failure of a component), and Ɵme behavior.

An FDI system is typically a dynamic system where each output signal (residual) is excited in response to
the occurrence of a different fault, as the result of a processing of nominal commanded inputs and measured
outputs of the monitored plant. Whenever a model of the nominal (unfaulted) plant is available, it is natural
to model the presence of faults as addiƟonal inputs affecƟng the system dynamics.

Several approaches to the model-based design of FDI systems have been proposed in the literature. For
plants with linear dynamics, Kalman filters, Luenberger observers, parity space or parameter esƟmaƟon tech-
niques have been used since the 70’s (see the survey in [11]). These methods are all in the broad class of
those using analyƟcal redundancy (as opposed to the classical redundancy of components). For linear second-
order mechanical systems, also unknown input observers have been used [7]. Indeed it is possible to integrate
model-based informaƟon with fault staƟsƟcs for improved diagnosƟcs [14, 22].

More recently, FDI techniques developed for linear systems have been extended in different ways to non-
linear systems that are affine in the (control and/or fault) inputs [8, 13, 28]. These basically rely on the con-
strucƟon of nonlinear observers [13]. In parƟcular, the geometric approach in [8] recognized the FDI problem
for nonlinear systems as dual to a problem of noninteracƟng control via dynamic feedback. This has lead to
condiƟons that are necessary for the simultaneous soluƟon of the detecƟon and isolaƟon problems in the
presence of disturbances and possibly concurrent faults. These condiƟons become also sufficient under the
fulfillment of addiƟonal technical assumpƟons. A robust nonlinear FDI scheme has been proposed in [28],
based on an adapƟve esƟmator for detecƟon and a bank of isolaƟon esƟmators, whose number increases
with the cardinality of the class of considered fault funcƟons.

Within the class of Euler-Lagrange nonlinearmechanical systems (viz. robotmanipulators), failure diagnosis
of interest include joint posiƟon or velocity sensor faults [27] and joint actuators/torque transmission faults,
the laƩer having receivedmuchmore aƩenƟon in the FDI literature. In [10], a generalizaƟon of the parity space
approach is proposed. HeurisƟc informaƟon is combined with parametric model idenƟficaƟon for diagnosis of
torque transmission losses in [15]. In [24], a nonlinear observer design is followed and actuator fault isolaƟon
is achieved by weighƟng the residual vector with the robot inerƟa matrix, while a discrete-Ɵme state observer
and detecƟon thresholds have been used in [1,2]. A nonlinear esƟmator based on the use of neural networks
has been proposed in [26]. These approaches all require the inversion of the inerƟa matrix, since they include
the on-line simulaƟon of the (nominal) robot dynamics. A different class of FDI methods is based on dynamic
parameter esƟmaƟon. In [12], failure is detected by comparing the current parameter esƟmates with their
nominal values, while in [17] an adapƟve scheme is used to idenƟfy a constant degradaƟon of the commanded
actuator torque. These approaches were shown to be effecƟve only for specific types of faults. Note also that
actuator FDI for robot manipulators would be trivial if also joint acceleraƟon measures were available. An
approach that avoids the inversion of the robot inerƟa matrix as well as the esƟmaƟon of joint acceleraƟons
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has been proposed in [9]. It is based on the comparison of the nominal input torque and of the full nonlinear
dynamic robot model, both passed through a stable linear first-order filter. Finally, a computaƟonally more
efficient robot actuator FDI method with similar properƟes has been presented in [4], based on the concept
of generalized momentum. This FDI concept can be extended in a straighƞorward way also to other classes of
electro-mechanical roboƟc systems (e.g., robots with elasƟc joints) and has been also combined with neuro-
fuzzy methods to improve robustness [20, 21].

Within SAPHARI, we focused on addiƟonal model-based methods and results for the problem of detecƟon
and isolaƟon of actuator and/or sensors faults in robot manipulators. We have assumed throughout our work
that the full robot state (generalized coordinates q and velociƟes q̇) is measurable, and we considered possible
faults acƟng at the acceleraƟon level. This allows to treat the considered FDI problems in a unified framework.
Relevant examples in the considered class of faults are failures of actuators and of force/torque sensor devices.
No limitaƟons are set on the Ɵme behavior of the fault inputs. Moreover, no assumpƟons are made on the
availability of a reference moƟon for the mechanical system nor on the presence of a stabilizing feedback
controller.

StarƟng from the main differenƟal-geometric result in [8], we provide simpler necessary and sufficient FDI
condiƟons that are specific for mechanical systems, and also construcƟve methods for designing residual gen-
erators in the general case of mulƟple, possibly concurrent faults. In parƟcular, we shall see that themaximum
number of concurrent faults that can be detected and isolated in themost favorable situaƟon is equal toN , the
dimension of the configuraƟon space of the mechanical system. This is the basic result that allows to perfectly
handle (i.e., detect and isolate) any combinaƟon and any kind of actuator faults acƟng also simultaneously at
the N robot joints.

In the design of a FDI systemwemayneed to take into account the possible singulariƟes of the configuraƟon-
dependent mappings through which the faults may affect the system dynamics. In the presence of such kine-
maƟc singulariƟes, the necessary condiƟons for FDI may be violated at isolated sets of zero measure. This
situaƟon arises when considering faults on the components of a force/torque sensor placed on the robot end-
effector. For this case, we propose a globally defined residual generator that handles up to N simultaneous
faults of the force/torque sensor components.

On the other hand, when the necessary condiƟons for FDI are generically violated, we can exploit our
weaker necessary and sufficient condiƟons [18] for the soluƟon of relaxed FDI problems in terms of detecƟon
and isolaƟon of suitable sets of faults. This case occurs when the total number of possible faults exceeds the
number N of generalized coordinates, e.g., when both faults on all actuators and on all force/torque sensor
components are to be considered. Under the addiƟonal assumpƟon of non-concurrency of the faults, we
provide an algorithm for the generaƟon of residuals and a method for possible isolaƟon of single faults. The
FDI system will be consƟtuted by a bank of residual generators for sets of faults, followed by a combinatorial
logics allowing isolaƟon of the single acƟng fault.

This report is organized as follows. In Sect. 2, the equaƟons of the faulted systems under consideraƟon are
presented and the basic FDI problem is formulated. The differenƟal-geometric condiƟon for FDI given in [8] is
specialized in Sect. 3 tomechanical systemswith fully measurable state. The actual design of a residual genera-
tor for a single generic fault is presented in Sect. 4, while the case of mulƟple concurrent faults is considered in
Sect. 5. A globally defined residual generator for handling isolated kinemaƟc singulariƟes is proposed in Sect. 6.
Finally, for the case when the necessary and sufficient condiƟons for FDI of concurrent faults are generically
violated, the design of a residual generator for non-concurrent faults is treated in Sect. 7. The general meth-
ods of Sects. 5–7 are applied to different faulty situaƟons, respecƟvely on robot actuators (Sect. 5.1), on force
sensors (Sect. 6.1), and on their possible combinaƟon (Sects. 7.2–7.3), each illustrated with simulaƟons and
simple experimental results. Conclusions and possible extensions are given in the final Sect. 8.
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2 Preliminaries

2.1 System modeling

We consider mechanical systems modeled by Euler-Lagrange equaƟons of the form

B(q)q̈ + c(q, q̇) + d(q̇) + e(q) = τ + JT(q)F +
s∑

i=1

l̂i(q)fi +
r∑

j=1

n̂j(q)wj , (1)

where q ∈ IRN is the vector of generalized coordinates (e.g., revolute or prismaƟc joint variables in a robot
manipulator),B(q) is the posiƟve definite symmetric inerƟamatrix, c(q, q̇) = S(q, q̇)q̇ is the vector of centrifu-
gal and Coriolis terms (with its Christoffel factorizaƟon), d(q̇) contains dissipaƟve/fricƟon terms, e(q) collects
the potenƟal (e.g., gravity) terms, τ ∈ IRN is the vector of control forces/torques1 performing work on q,
F ∈ IRM is the vector of external forces/torques acƟng on the system (e.g., applied from the environment
to the end-effector of the robot) and J(q) is the associated Jacobian matrix (e.g., transforming joint to end-
effector generalized velociƟes). Moreover, the property of skew-symmetry holds for matrix Ḃ − 2S.

The last two terms in eq. (1) model the faults and disturbances acƟng on the system: fi is the i-th fault
input, i = 1, . . . , s, while wj is the j-th disturbance input, j = 1, . . . , r. Therefore, the considered faults
and disturbances appear in the mechanical system at the acceleraƟon level through smooth vector fields l̂i(q)
and n̂j(q) that depends only on the generalized coordinates q. In parƟcular, for a robot manipulator, relevant

faults in this class include failures of the joint actuators (l̂i(q) =
[
0 . . . 0 1 0 . . . 0

]T
, the i-th column of theN -

dimensional idenƟty matrix) and of the force/torque sensing devices located at the manipulator end-effector
(l̂i(q) = jT

i (q), where ji(q) is the i-th row of the Jacobian J(q)).
We shall assume in the following that the model structure and the parameters in eq. (1) are perfectly

known. The second-order nonlinear differenƟal equaƟons in (1) can be rewriƩen in state-space form as

ẋ1 = x2

ẋ2 = B−1(x1)
[
τ + JT(x1)F − c(x) − d(x2) − e(x1) +

s∑
i=1

l̂i(x1)fi +
r∑

j=1

n̂j(x1)wj

]
,

(2)

or

ẋ = g0(x) +
m∑

k=1

gk(x)uk +
s∑

i=1

li(x)fi +
r∑

j=1

nj(x)wj , (3)

with state x = (x1, x2) = (q, q̇) ∈ IRn, n = 2N , input vector u = (τ, F ) ∈ IRm, m = N + M , and where

g0(x) =
[

x2

−B−1(x1) [c(x) + d(x2) + e(x1)]

]
(4)

and the other vector fields gk, li, and nj have the first N components equal to zero. In parƟcular,

li(x) =
[

0
B−1(x1)l̂i(x1)

]
, nj(x) =

[
0

B−1(x1)n̂j(x1)

]
. (5)

As for the system output, it is assumed that the full state is measurable, so that y = x ∈ IR2N . A measure
of the generalized coordinates q (e.g., the joint posiƟons in the robot case) is always available, while velociƟes
q̇ can be computed by accurate numerical differenƟaƟon of q (or directly measured by a motor tachometer).

1Full actuaƟon (dim τ = dim q = N ) is assumed for simplicity, but underactuated systems can be treated similarly.
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2.2 Problem formulaƟon

The Fault DetecƟon and IsolaƟon (FDI) problem for a single generic fault fi in eq. (3) can be formulated as
that of designing, if possible, a dynamic system, having u and the system output y as input signals, with a
suitably defined output ri (residual) which is affected by fi, is not affected by any other fault fk, k ̸= i, and/or
disturbance wj acƟng on the system, and asymptoƟcally converges to zero whenever fi(t) ≡ 0.

The FDI problem for the set of mulƟple concurrent faults {f1, . . . , fs} can be formulated similarly, by the
suitable definiƟon of a residual vector output r = (r1, . . . , rs) (see [8] for a more detailed formulaƟon of the
problem).

3 CondiƟons for FDI

Let a possibly faulted nonlinear system by described by

ẋ = g0(x) +
m∑

k=1

gk(x)uk +
s∑

i=1

li(x)fi +
r∑

j=1

nj(x)wj

y = h(x),

(6)

with state x ∈ IRn, inputs uk, k = 1, . . . , m (controls), fi, i = 1, . . . , s (faults), and wj , j = 1, . . . , r (distur-
bances), andmeasured output y ∈ IRq. The vector fields g0(x), . . . , gm(x), l1(x), . . . , ls(x), n1(x), . . . , nr(x)
are smooth and h(x) is a smooth mapping.

For system (6), consider the FDI problem stated in Sect. 2.2 for the generic fault fi. To this aim, let Pi be
the distribuƟon generated by the vector fields lk, k ̸= i, and nj , j = 1, . . . , r, i.e.,

Pi = span {l1, . . . , li−1, li+1, . . . , ls, n1, . . . , nr} , (7)

and define ΣPi
∗ as the smallest involuƟve distribuƟon containing Pi and condiƟoned invariant for the nominal

system (unfaulted and without disturbances)

ẋ = g0(x) +
m∑

k=1

gk(x)uk

y = h(x).
(8)

Recall that a distribuƟon ∆ is said to be condiƟoned invariant for (8) if it saƟsfies [gk, ∆ ∩ ker {dh}] ⊆ ∆, for
k = 0, 1, . . . , m.

Following the differenƟal-geometric approach in [8], let o.c.a.
((

ΣPi
∗

)⊥)
be the result of the observability

codistribuƟon algorithm applied to the codistribuƟon (ΣPi
∗ )⊥ (see Appendix A for the computaƟon ofΣPi

∗ and
Appendix B for a brief outline of the observability codistribuƟon algorithm). Then, it is proven in [8] that, for a
soluƟon to the FDI problem to exist, it is necessary that

span {li} ̸⊆
[
o.c.a.

(
(ΣPi

∗ )⊥
)]⊥

. (9)

CondiƟon (9) turns out to be also sufficient for the existence of a residual generator that solves the stated FDI
problem, under some technical assumpƟons given in [8, ProposiƟon 5 and AssumpƟon II]. These technical
condiƟons are trivially verified when the whole state is measurable.

Let us now elaborate the general condiƟon (9) for a mechanical system in the form (3–5) under full state
availability. We have

h(x) = x ⇒ dh = span {I2N} , ker {dh} = ∅,

	
  
Page 6 of 37



ICT–287513 SAPHARI Deliverable D4.4.1

being I2N the 2N -dimensional idenƟty matrix. Following the steps in Appendices A and B, it can be shown
that this implies

ΣPi
∗ = P̄i = Pi

and
o.c.a.

((
ΣPi
∗
)⊥)

= P⊥
i .

In the first relaƟon above, explicit use of the structure and dependence in (5) has been made. Thus, for each
pair v1, v2 ∈ Pi, it is [v1, v2] = 0 so that Pi is involuƟve (it coincides with its involuƟve closure P̄i).

As a result, the necessary and sufficient condiƟon (9) can be rewriƩen in the simpler form

span {li} ̸⊆ Pi. (10)

Note that, due to the property (42) in Appendix B, condiƟon (10) is the weakest necessary condiƟon for
the solvability of the stated FDI problem. In fact, for any other choice of the system output, the corresponding

distribuƟon
[
o.c.a.

(
(ΣPi

∗ )⊥
)]⊥

in eq. (9) certainly includes distribuƟon Pi in eq. (7), making condiƟon (9)

more restricƟve than (10).
CondiƟon (10) confirms also the rather intuiƟve fact that a fault fi can never be isolated from another fault

fk or from a disturbance wj acƟng ‘on the same input channel’, i.e., such that

span {li} ⊆ span {lk} or span {li} ⊆ span {nj} . (11)

For example, a fault of a force sensor cannot be exactly isolated from the noise affecƟng the force measure
itself. To handle these pracƟcal cases, suitable thresholds should be used on the designed residuals, so that
low-amplitude noise does not trigger false detecƟon of a fault.

4 Design of a residual generator for a single fault

We show next how the fulfillment of the necessary and sufficient condiƟon (10) by a mechanical system in the
form (3–5) leads to the systemaƟc and construcƟve design of a residual generator for a single generic fault
f = fi, with associated vector field l = li.

Let the distribuƟon P = Pi in eq. (7) be locally spanned by µ vector fields p1, . . . , pµ, with µ ≤ N − 1.
Note that this elementary upper bound follows directly from eq. (10) and the structure of the vector fields
in (5). Then, there exist N − µ− 1 vector fields pµ+1, . . . , pN−1, having the first N components equal to zero
and the last N depending only on x1 = q, such that the matrix

H(x1) =

[
IN

0N
l p1 · · · pµ pµ+1 · · · pN−1

]
=

[
IN 0N

0N Ĥ(x1)

]

is, at least locally, nonsingular (all blocks in the last term are square N ×N matrices). Thus, X = (X1, X2) =
H−1(x1)x ∈ IR2N defines a local change of coordinates, in parƟcular, a linear configuraƟon-dependent trans-
formaƟon in the velocity space, i.e.,

X1 = q

X2 = Ĥ−1(q)q̇.
(12)

Accordingly, the same transformaƟon can be performed in the output space, so that Y = X is the new system
output. Note that the change of coordinates (12) leads to the following transformaƟon rule for vector fields

v(x) =
[

0
v̂(q)

]
q=x1

⇒ ṽ(X) =
[

0
Ĥ−1(q)v̂(q)

]
q=X1

.
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In parƟcular, the (N + 1)-th system equaƟon, i.e., the scalar equaƟon for the first component of subvector
X2, becomes

Ẋ2,1 = g̃0,N+1(X) +
m∑

k=1

g̃k,N+1(X1) uk + f,

showing that this dynamics is only affected by the fault f and not by any other fault or disturbance acƟng on
the system. Define the system

ξ̇ = g̃0,N+1(Y ) +
m∑

k=1

g̃k,N+1(Y1) uk + K(Y2,1 − ξ)

r = Y2,1 − ξ,

(13)

where ξ ∈ IR, Y2,1 = X2,1 and K is a posiƟve constant. It is clear that system (13) is a residual generator for
the scalar fault f . In fact, it holds

ṙ = −Kr + f, (14)

i.e., the residual r has a first order, exponenƟally stable, linear dynamics driven by the fault f . In the absence
of fault (or, equivalently, if the fault has a limited Ɵme duraƟon and then goes back to zero) the residual ex-
ponenƟally goes to zero, so that ξ converges to Y2,1. Thus, the residual generator (13) has the structure of a
nonlinear observer with linear error dynamics (see, e.g., [16, p. 203]), the residual r being equal to the obser-
vaƟon error. From (14), the gain of the residual generator (13) is g = 1/K. Clearly, it can be adjusted by a
different definiƟon of the residual variable r. In parƟcular, with r = K ′ (Y2,1 − ξ) it is g = K ′/K (unitary for
K ′ = K). Moreover, since the residual is a filtered version of the fault, the actual fault severity can be also
evaluated from the residual behavior.

5 DetecƟon and isolaƟon of concurrent faults

Whenever the simultaneous detecƟon of possibly concurrent faults is required, the analysis in Sects. 3–4 di-
rectly provides the guidelines for the design of a residual generator with as many outputs as the number of
faults to be detected and isolated. Of course, the problem is solvable if and only if condiƟon (10) is simultane-
ously verified for all i = 1, . . . , s. This is equivalent to

dim (span {l1, . . . , ls, n1, . . . , nr}) = s + κ, (15)

where
κ = dim (span {n1, . . . , nr}) , 0 ≤ κ ≤ r,

and equality (15) holds at least locally.
From condiƟon (15) and the structure (5) of the li’s, the following basic result follows immediately:

Theorem 1 For a mechanical system undergoing possible faults and described by eqs. (3–5), the maximum
number of possibly concurrent faults that can be simultaneously detected and isolated equals the number N
of its generalized coordinates.

The upper limit N in Theorem 1 is reached in the most favorable situaƟon, namely in the absence of
disturbances, κ = 0 in eq. (15), and when the full state is measurable. For simplicity, in the following we will
assume that no disturbances affect the system (r = 0, and thus κ = 0) and a maximal number s = N of
potenƟally concurrent faults is of interest. Then, if condiƟon (15) is verified, the matrix

H(x1) =

[
IN
ON

l1 · · · lN

]
=

[
IN
ON

ON

B−1 l̂1 · · · B−1 l̂N

]
=

[
IN ON

ON Ĥ(x1)

]
(16)
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is, at least locally, nonsingular2. Note that the nonsingularity of H(x1) (and, in parƟcular, of Ĥ(x1)) implies
that system (3–5), when considering the faults f1, . . . , fN as inputs and x2 as output funcƟon, has a vector
relaƟve degree (see [16]) equal to {1, 1, . . . , 1}, with decouplingmatrix given by Ĥ(x1). For a systemwith such
a property, one can always redefine the output so as to obtain input-output decoupling using only a change of
coordinates.

From eq. (16), defining the local diffeomorphism

X =
[
X1

X2

]
= H−1(x1)x, (17)

the system equaƟons become

Ẋ = g̃0(X) +
m∑

k=1

g̃k(X1)uk +
[

ON

IN

]
f, (18)

being now f = (f1, . . . , fN ) the vector of faults. In parƟcular, for the subset of state variables X2, it is

Ẋ2 = g̃02(X) +
m∑

k=1

g̃k2(X1)uk + f, (19)

being g̃k2 the second set ofN components of vector fields g̃k, fork = 0, 1, . . . , m. Thus, the dynamic equaƟons
of the new coordinates X2 = Ĥ−1(x1)x2 are completely decoupled w.r.t. the corresponding components of
the fault vector f . As a result, redefining as measurable output Y = X , the system

ξ̇ = g̃02(Y ) +
m∑

k=1

g̃k2(Y1)uk + K(Y2 − ξ)

r = Y2 − ξ,

(20)

with ξ ∈ IRN , r ∈ IRN , Y2 = X2, and a diagonal posiƟve definite matrix K, is a residual generator for all
components of f simultaneously. In fact, it follows

ṙ = −Kr + f,

so that the i-th component ri of r is only affected by fi, for i = 1, . . . , N .

5.1 DetecƟon and isolaƟon of actuator faults in robots

In this secƟon, the above results are applied to the detecƟon and isolaƟon of possibly concurrent faults of any
actuator (even all) located at the robot joints. The robot end-effector may interact with the environment, and
the corresponding contact force/torque F is measured by a sensor located at the robot wrist. Joint posiƟons
q and velociƟes q̇ are measured by encoders and tachometers, respecƟvely. No disturbances are assumed to
affect the system (κ = 0). The dynamic equaƟons (2) become in this case

ẋ1 = x2

ẋ2 = B−1(x1)
[
−c(x) − d(x2) − e(x1) + τ + JT(x1)F + fτ

]
,

(21)

where τ is the commanded input torque, while the actually applied torque by the possibly failed actuators is

τa = τ + fτ . (22)

By eq. (22), we capture a very large class of actuator faults, and in parƟcular all the following potenƟal faults
on the generic i-th input channel:

2When s < N , the following developments remain valid by choosing l̂s+1, . . . , l̂N so as to complete a basis of IRN .
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• total actuator fault: fτ,i = −τi , i.e., there is nomore actuaƟon at the joint i, that becomes free swinging;

• parƟal actuator fault: fτ,i = −ετi, with ε ∈ (0, 1), represenƟng a ‘weakening’ of the actuator torque
capability;

• actuator bias: fτ,i = bi, with constant polarizaƟon bi;

• actuator saturaƟon: fτ,i = −τi + sign(τi) τi,max, when |τi| > τi,max, being τi,max > 0 the maximum
absolute torque allowed (symmetric w.r.t. the origin).

Assuming that any of the joint actuators may fail (s = N ), the matrix Ĥ(x1) in eq. (16) will be equal to
B−1(q), the globally nonsingular inverse of the robot inerƟa matrix. Thus, the corresponding FDI problem can
be solved in a global sense. The change of coordinates (17) is then

X1 = q

X2 = B(q) q̇,

and, interesƟngly, X2 coincides with the generalized momentum vector of the mechanical system [4]. The
system equaƟons (18) become

Ẋ1 = B−1(X1)X2

Ẋ2 = g̃02(X) + τ + JT(X1)F + fτ

(23)

with g̃02(X) =
(
Ḃ(q)q̇ − c(q, q̇) − d(q̇) − e(q)

)∣∣∣
q=X1,q̇=B−1(X1)X2

. As a result, the residual generator (20) is

ξ̇ = g̃02(Y ) + τ + JT(Y1)F + K(Y2 − ξ)

r = Y2 − ξ,
(24)

being Y = X and thus, in parƟcular, Y1 = X1 = q and Y2 = X2 = B(q)q̇. The residual dynamics saƟsfies

ṙ = −K r + fτ .

Note that, being the term g̃02(Y ) directly evaluable in terms of themeasured q and q̇, no inversion of the inerƟa
matrixB(q) is needed for the implementaƟonof the residual generator (24). Moreover, by the skew-symmetric
property of matrix Ḃ − 2S in the robot dynamics, we have also the following more explicit expression

g̃02 = ST(q, q̇) q̇ − d(q̇) − e(q).

5.2 SimulaƟon results

For tesƟng the FDI scheme (24), we have considered a planar 2R robot (N = 2) moving in the verƟcal plane
(i.e., under gravity) and equippedwith a 2D-force sensor formeasuring possible contacts between end-effector
and environment (see Fig. 1). For this robot, the dynamic model terms in eq. (21) are

B(q) =
[

a1 + 2a2c2 a3 + a2c2

a3 + a2c2 a3

]
, c(q, q̇) =

[
−a2(q̇2

2 + 2q̇1q̇2)s2

a2q̇
2
1s2

]
, e(q) =

[
a4c1 + a5c12

a5c12

]
,

where q = (q1, q2) = 0 is the horizontal straight configuraƟon, a shorthand notaƟon has been used (e.g.,
c12 = cos(q1 + q2)), and we neglected fricƟon terms (d(q̇) = 0). The expression of the dynamic coefficients
ai (i = 1, . . . , 5) can be found, e.g., in [25, pp. 152]. The robot links are assumed to be uniform rods of
length ℓ1 = ℓ2 = 0.5 m and mass 20 and 10 kg, respecƟvely. The two-dimensional vector of external forces
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Figure 1: A 2R planar robot with force sensor at the end-effector

F = (FX , FY ) is naturally expressed in the frame aƩached to the force sensor, as depicted in Fig. 1, with the
FX axis aligned with second robot link. Accordingly, the Jacobian matrix in eq. (21) takes the form

J(q) =
[

ℓ1s2 0
ℓ2 + ℓ1c2 ℓ2

]
. (25)

The residual generator (24) becomes in this case

ξ̇ = −
[

a4c1 + a5c12

a5c12 + a2s2(q̇2
1 + q̇1q̇2)

]
+ τ + JT(q)F + K(B(q)q̇ − ξ)

r = B(q)q̇ − ξ.

The top-level block diagram used for simulaƟons is shown in Fig. 2. Note that, in this scheme, τa (actual
joint torques), Q (vector of actual joint posiƟons and velociƟes), and F (actual forces/torques acƟng at the
robot end-effector) can in general be different, respecƟvely, from τ (commanded joint torques), Qm (vector
of measured joint posiƟons and velociƟes), and Fm (measured forces/torques at the robot end-effector), so
that different combinaƟons of hardware faults can be simulated. The commanded torque is generated here
by a standard decoupling and linearizing staƟc state feedback (computed torque) for sinusoidal reference joint
trajectories. Note however that the FDI scheme is not affected by the specific commanded input law, which
may also be a model-independent feedback (e.g., a PID control law) or a pure feedforward.

Figure 3 shows the considered bias-type actuator faults on both joints, with faults having a finite duraƟon
and a Ɵme interval of concurrency, and the corresponding behavior of the residuals obtained using a gain
K = diag{0.1, 0.1} in the residual generator. The two residuals are completely decoupled and reproduce a
filtered version of the unknown fault inputs.

SimulaƟon results for other types of actuator faults, including total failure and presence of colocated or
non-colocated disturbances on the input channels, can be found in [4]. Moreover, the numerical FDI design
example presented in [8] (actuator fault in a point-mass satellite model) fits in the class considered in this
secƟon.
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Figure 2: The Simulink model used for all simulaƟons
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Figure 3: [LeŌ] Bias-type actuator torque faults for the 2R robot (fτ1 : blue, solid; fτ2 : red, dashed); the two
faults are concurrent for t ∈ [95, 185] s. [Right] Corresponding FDI residuals (r1: blue, solid; r2: red, dashed)
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5.3 Experimental results

For a pracƟcal validaƟon of the FDI scheme (24), we have considered the Quanser Pendubot, a 2R planar robot
under gravity, with the first joint driven by a DC motor and the second joint unactuated (see Fig. 4). In this
case, (q1, q2) = (0, 0) is the downward equilibrium configuraƟon and we considered also a dissipaƟon term in
the dynamic model given by

d(q̇) =
[

Fv1q̇1 + Fc1 sign (q̇1)
Fv2q̇2 + Fc2 sign (q̇2)

]
.

The expression and numerical values of the dynamic coefficients can be found in [5]. Joint posiƟons are mea-
sured by sliding-contact encoders, while joint velociƟes are obtained by numerical differenƟaƟon.

Figure 4: The Pendubot robot used in experiments

Several types of faults (bias, saturaƟon, loss of power, etc.) have been tested on the first joint actuator.
On the second (unactuated) joint only a total actuator failure can be emulated, by requiring some torque τ2

that, of course, cannot be provided (fτ,2 = −τ2, so that τa,2 = 0). In the reported experiment, the first joint
variable is being regulated to the reference value q1d = 30◦ by a standard PID controller with KP = 0.2,
KI = 1 and KD = 0.02. A loss of power of 10% is experienced by the first joint actuator between t = 1.7 s
and t = 2 s, and a total failure of the second joint actuator occurs in the interval [1.9, 2.4] s (the commanded
torque was in this interval τ2 = 0.05 Nm). Note that fault concurrence is present for t ∈ [1.9, 2] s. In the
discrete Ɵme implementaƟon of (24), Ki = K ′

i = 50, i = 1, 2, and a sampling Ɵme T = 0.001 s have
been used. Figures 5–7 show respecƟvely the behavior of commanded torques, joint posiƟons, and residual
components.

The fault occurrence is associated to hardly observable effects on the trend of joint variables (feedback
control automaƟcally recovers the small loss of power of the first actuator) and of commanded torques, while
it can be easily recognized in the residual behaviors, in spite of the relaƟvely high level of noise affecƟng the
first residual component r1 (this disturbance is introduced by the PWM circuit driving the DC motor).

In order to filter out this noise and allow a more reliable detecƟon of faults, we have implemented a dy-
namic thresholding mechanism on r, producing rfilt. The filtered residual rfilt is forced to zero unless it has
been over a fixed threshold for a given Ɵme Tset. When this happens, the occurrence of a fault is recognized.
Similarly, aŌer a fault diagnosis, the residual is reset to zero (indicaƟng fault end) only aŌer it has been below
the threshold for a given Ɵme Treset. At the cost of a small delay in the diagnosis, this mechanism allows cor-
rect detecƟon of even relaƟvely small faults. Figure 8 shows the diagnosƟc efficiency of this filtering process
applied to the residuals of Fig. 7, using the thresholds displayed therein (9 · 10−3 and 2 · 10−3 for r1 and r2,
respecƟvely), and with Tset = 0.03 s and Treset = 0.02 s.
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Figure 5: Experiment on actuator FDI: Commanded torques τ1 (blue, solid) and τ2 (red, dashed) for a loss
of 10% in the power of the first joint actuator in the interval [1.7, 2] s and total failure of the second joint
actuator in the interval [1.9, 2.4] s during feedback stabilizaƟon of the first joint posiƟon to q1d = 30◦ (fault
Ɵme intervals are also indicated)
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Figure 6: Experiment on actuator FDI: Joint posiƟons q1 (blue, solid) and q2 (red, dashed) (fault Ɵme intervals
are also indicated)
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Figure 7: Experiment on actuator FDI: Residuals r1 (blue, solid) and r2 (red, dashed) —detecƟon thresholds
are also indicated
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Figure 8: Experiment on actuator FDI: Filtered residuals rfilt,1 (blue, solid) and rfilt,2 (red, dashed)
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6 A globally defined residual generator for concurrent faults

The residual generaƟon system described in Sect. 5 can be built around any point of the space state where the
dimension of span {l1, . . . , lN} is N , i.e., where matrix H(x1) is nonsingular. In fact, at singularity points, the
coordinate transformaƟon (17) and the corresponding system vector fields cannot be computed. Furthermore,
numerical problemsmay arise near singular points due to the ill-condiƟoning ofH(x1). Due to themechanical
nature of the considered nonlinear systems, these singulariƟes depend only on the generalized coordinates q
and may be thus classified as kinemaƟc singulariƟes in the configuraƟon space.

In order to overcome the above limitaƟons, we propose an alternaƟve FDI design procedure based on a
different coordinate transformaƟon. In parƟcular, let

Z = Had(x1)x, (26)

being Aad the adjoint of matrix A, i.e., AadA = det(A) · I . EquaƟon (26) can be rewriƩen more explicitly as

Z1 = q

Z2 = Ĥad(q)q̇.

Note that, even if the adjoint matrix Had is defined everywhere, eq. (26) represents a change of coordinates
only where H , and thus Had, is nonsingular. Away from such kinemaƟc singulariƟes, system (3) in the new
coordinates is described by

Ż = g′0(Z) +
m∑

k=1

g′k(Z1) uk + det (H(Z1))
[
0N

IN

]
f.

In parƟcular, the set of N equaƟons replacing eq. (19) takes the form

Ż2 = g′02(Z) +
m∑

k=1

g′k2(Z1) uk + det (H(Z1)) f, (27)

being g′k2 the second set of N components of vector fields g′k, for k = 0, 1, . . . , m. Redefining as measurable
output Y = (Y1, Y2) = (Z1, Z2), a possible residual generator is

ζ̇ = g′02(Y ) +
m∑

k=1

g′k2(Y1) uk + K(Y2 − ζ)

r = Y2 − ζ,

(28)

where ζ ∈ IRN , r ∈ IRN , and K is a diagonal posiƟve definite matrix. The residual generator (28), differently
from (20), is defined everywhere (in parƟcular, ζ and r are bounded, as long as the monitored mechanical
system is stable). However, since the residual dynamics is

ṙ = −K r + det (H(q)) f,

the residual generator (28) is not affected by the faults at configuraƟons whereH(q) is singular. Nevertheless,
if the kinemaƟc singulariƟes are sets of zero measure in the configuraƟon space, the residuals will become
generically nonzero in the presence of faults3.

3At singularity points, it may be possible to build an exact residual generator for a subset of faults that sƟll verify the necessary
condiƟon (10). However, this subset of faults is in general different at each singular point, and the problem of a suitable switching
strategy between FDI systems would arise in that case.
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6.1 DetecƟon and isolaƟon of force/torque sensor faults in robots

The above global FDI method is useful for the problem of detecƟng and isolaƟng faults of the force/torque
sensor located at the end-effector of a robot with N joints. To this end, we define the generalized force mea-
surement fault fF as

fF = F − Fm,

being F ∈ IRM the actual vector of generalized forces acƟng from the environment on the robot end-effector
andFm ∈ IRM the correspondingmeasures providedby the force/torque sensor. The robot equaƟons become
then

B(q)q̈ + c(q, q̇) + d(q̇) + e(q) = τ + JT(q)Fm + JT(q)fF .

In this case, from eq. (16), it is Ĥ(x1) = B−1(x1)JT(x1). For the sake of simplicity, we assume that the robot
is non-redundant for the given task and that the force/torque sensor provides measures in any generalized
direcƟon of the task space (N = M ). Therefore, the Jacobian J(q) is square and has a finite number of
configuraƟon sets of zero measure where it looses full rank (kinemaƟc singulariƟes). Taking into account that
the inerƟa matrix B(q) is posiƟve definite everywhere, define the following transformaƟon

Z1 = q

Z2 = JT ad(q)B(q)q̇.
(29)

Note that this is a slightly different, and more convenient choice than the one that would derive from a direct
applicaƟon of eq. (26), i.e.,

Z1 = q

Z2 =
(
B−1(q) JT(q)

)ad
q̇.

As before, equaƟon (29) can always be computed, but defines a change of coordinates only where J(q) is
nonsingular. In the new coordinates, the dynamics of Z2 is

Ż2 = g′02(Z) + JT ad(Z1)τ + det (J(Z1)) (Fm + fF ) ,

where

g′02(Z) =
[
JT ad(q)

(
Ḃ(q)q̇ − c(q, q̇) − d(q̇) − e(q)

)
+ J̇T ad(q)B(q)q̇

]∣∣∣
q=Z1,q̇=

B−1(Z1)JT(Z1)Z2

det(J(Z1))

.

Accordingly, a suitable residual generator for detecƟng and isolaƟng the fault vector fF is

ζ̇ = g′02(Y ) + JT ad(Y1)τ + det (J(Y1)) Fm + K (Y2 − ζ)

r = Y2 − ζ,
(30)

where Y = (Y1, Y2) = (Z1, Z2) is the redefined measurable output. The residual dynamics is then

ṙ = −Kr + det (J(q)) fF ,

i.e., that of an exponenƟally stable system affected by the faults fF at all configuraƟons out of the robot
kinemaƟc singulariƟes.

Note that, in order to detect and isolate faults on all components of the force/torque sensor, it is necessary
that the applied command τ (to be used in (30)) is faultless. In fact, on the basis of the necessary condiƟon (15),
the maximal number of possibly concurrent faults that can be detected and isolated is already ‘saturated’ by
the M = N faults of the force/torque sensor components4. However, both types of faults could sƟll be
detected and isolated, if one assumes that they never occur simultaneously, as will be discussed in Sect. 7.

4Of course, in case of a redundant robot with N > M , it would sƟll be possible to detect in general N − M further faults, beside
the M faults of the force/torque sensor at the end-effector.
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Figure 9: [LeŌ] Bias-type faults of the 2D-force sensor (fFX
: blue, solid; fFY

: red, dashed); the two faults are
concurrent for t ∈ [109, 190] s. [Right] Corresponding FDI residuals (r1: blue, solid; r2: red, dashed)

6.2 SimulaƟon results

For tesƟng the global FDI scheme (30), we have considered the same 2R robot described in Sect. 5.2. With
reference to Fig. 1), the force sensor is assumed to be consƟtuted by two different sensing devices (load cells),
for the two direcƟons (X,Y ) in the frame aƩached to the end-effector. The two different faults of the sensor
are then actually caused by a separate failure of the two load cells. The 2D-force sensor fault vector is then
fF = (fFX

, fFY
) (defined in the rotated frame aƩached to the sensor). The associated Jacobian J(q) in

eq. (25) has determinant |J | = ℓ1ℓ2 s2, thus being singular for q2 = {0,±π}.
First, we note that at singulariƟes, the first rowof the JacobianJ(q) given in (25) vanishes, while the second

row is always different from zero. Hence, condiƟon (10) is always verified for a fault of the FY component of
the force sensing device (see Fig. 1), which may thus be detected at any configuraƟon. On the other hand, a
fault on the FX component of the force sensor cannot be detected at all in singular configuraƟons. In fact,
since the kinemaƟc singulariƟes of this robot occur when the second link is aligned with the first one, any force
component FX is fully compensated by the reacƟon of the mechanical structure and produces no net torque
at the joints.

The adjoint matrix of J(q) is

Jad(q) =
[

ℓ2 0
−ℓ2 − ℓ1c2 ℓ1s2

]
,

and the residual generator (30) becomes in this case

ζ̇ = −JT ad(q)
[

a4c1 + a5c12

a5c12 + a2s2(q̇2
1 + q̇1q̇2)

]
+
[

0 ℓ1s2q̇2

0 ℓ1c2q̇2

]
B(q)q̇ + JT ad(q)τ + ℓ1ℓ2s2Fm

+K
(
JT ad(q)B(q)q̇ − ζ

)
r = JT ad(q)B(q) q̇ − ζ.

The corresponding residual dynamics is

ṙ = −Kr + ℓ1ℓ2 sin q2 fF . (31)

SimulaƟon results are reported in Fig. 9 for the case of bias-type faults of the 2D-force sensor. During the
simulaƟon, there is no contact between the robot and the environment (F = 0). The commanded torque is
generated by computed torque feedback control for sinusoidal reference joint trajectories. In parƟcular, the
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variable q2 tracks a sinusoid of amplitude π/8 and angular frequency 0.1 rad/s. This clarifies the oscillatory
behavior of the residuals in right plot of Fig. 9. Even if the robot periodically crosses the kinemaƟc singularity
q2 = 0, the residuals are bounded and generically nonzero during the failure of the force devices. A gain
K = diag{0.1, 0.1} has been used.

6.3 Experimental results

Consider again the Pendubot robot described in Sect. 5.3. We note that this robot has no force sensor, so
we could only emulate a faulty condiƟon by feeding a non-zero spurious signal as force sensor measurement
during robot free moƟon (when the measured F should be zero). The two-dimensional vector of external
forces F = (FX , FY ) at the robot Ɵp is naturally expressed in a frame having the X-axis aligned with second
link, and accordingly is the 2D-force sensor fault vector fF = (fFX

, fFY
).

We have seen that the Jacobian matrix takes then the form

J(q) =
[

ℓ1s2 0
ℓ2 + ℓ1c2 ℓ2

]
,

with det J(q) = ℓ1ℓ2 s2. However, when implemenƟng the residual generator (30), we introduced a further
simplemodificaƟon. Instead of using the adjoint of the Jacobian transposematrix, we have selecƟvely canceled
the singular factors in each row of J−T(q) by premulƟplying this matrix by diag{s2, 1}. The result is a matrix

JT ♯(q) =

[
1
ℓ1

− 1
ℓ1

− c2
ℓ2

0 1
ℓ2

]
,

which is defined and nonsingular at any configuraƟon q. We have used then JT ♯(q) in place of JT ad(q) in the
residual generator (30), and defined also the residual with an addiƟonal diagonal matrix K ′ (typically chosen
equal to K to get unit gain in the response to faults), i.e.,

r = K ′
(
JT ♯(q)B(q)q̇ − ζ

)
.

As a result, the corresponding residual dynamics is

ṙ1 = −K1r1 + K ′
1s2fFX

, ṙ2 = −K2r2 + K ′
2fFY

, (32)

which shows that the component r1 of the residual vector is not affected by fault fFX
at configuraƟons where

sin q2 = 0, whereas r2 has perfect sensiƟvity to fFY
in the whole workspace.

In Figs. 10–13, experimental results (obtained in the same operaƟve condiƟons described in Sect. 5.3) are
reported for the case of bias-type faults of the 2D-force sensor. During the experiment, there is no contact
between the robot and the environment (F = 0) and the first motor is driven by an open-loop sinusoidal
voltage of amplitude 0.1 V and angular frequency 1 rad/s. The emulated sensor faults are a bias of −1 N
affecƟng themeasure ofFX in the interval [1.8, 5.5] s and a bias of 0.05N on themeasure ofFY in the interval
[1, 4] s, with fault concurrency for t ∈ [1.8, 4] s. The evoluƟon of the joint variable q2 reported in Fig. 10 clarifies
the corresponding oscillatory behavior of the residual r1 in Fig. 12, according to eq. (32). Figure 12 shows that
the onset and terminaƟon of both sensor faults are clearly detected and isolated. Indeed, the residual r1 is
below the detecƟon threshold when q2 is around the singularity. Dynamic thresholding of the residuals of
Fig. 12 can be performed similarly as in Sect. 5.3, obtaining the final result of Fig. 13.
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Figure 10: Experiment on force sensor FDI: Joint posiƟons q1 (blue, solid) and q2 (red, dashed) —Ɵme intervals
of occurrence of faults in the two force measurement components are also indicated
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Figure 11: Experiment on force sensor FDI: Commanded torques τ1 (blue, solid) and τ2 (red, dashed)
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Figure 12: Experiment on force sensor FDI: Residuals r1 (blue, solid) and r2 (red, dashed) for a bias of−1 N on
the measure of FX in the interval [1.8, 5.5] s and bias of 0.05 N on the measure of FY in the interval [1, 4] s
(fault Ɵme intervals and detecƟon thresholds are also indicated)
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Figure 13: Experiment on force sensor FDI: Filtered residuals rfilt,1 (blue, solid) and rfilt,2 (red, dashed)
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7 The case of non-concurrent faults

In Sect. 6 we have shown how to deal with kinemaƟc singulariƟes of the mechanical system (1–3) that make
the necessary condiƟon (15) for FDI not saƟsfied at sets of points of zero measure. We examine now the case
when the necessary condiƟon is generically violated. In pracƟce, this occurs every Ɵme the number of faults
to be detected and isolated exceeds the maximal number allowed by Theorem 1, namely the number N of
generalized coordinates.

The violaƟon of (15) implies that it is not possible to build, for each fault input fi, i = 1, . . . , s a residual
generator whose output is only affected by fi and not by any other fault input fk, k ̸= i. As a consequence, in
the hypothesis that mulƟple simultaneous faults may occur, it is in general not possible to discriminate each
fault fromall the others. Of course, detecƟon and isolaƟonwould sƟll be possible for those faults saƟsfying (10)
for FDI of a single fault.

The assumpƟon that two different faults never act on the system at the same Ɵme (non-concurrency) or, at
least, that the probability that this event is negligible, seems to be acceptable in many situaƟons of interest. In
this case, one may try to design a bank of residual generators, so that any single fault affects a different combi-
naƟon of residuals, thus allowing perfect fault isolaƟon even when (15) is violated. Of course, the hypothesis
of non-concurrency is not realisƟc for disturbances, so that the assumpƟon of absence of disturbances (r = 0)
is somehow mandatory in the following nominal FDI design5.

The basic ingredient of the approach is to consider a generalized (or relaxed) problem of Fault Set DetecƟon
and IsolaƟon (FSDI). Following the ideas proposed in [18], we can define ν suitable subsets L1, . . . , Lν of the
set L = {l1, . . . , ls} of fault vector fields in (3), such that:

i) any fault vector field is at least in one set;

ii) any setLk, for k = 1, . . . , ν, is a minimal basis of span {L}; thus any set will necessarily have cardinality
d = dim (span {L}) ≤ s.

The above can always be obtained, as we will show construcƟvely in Sect. 7.1. Note also that, for d = s,
we have ν = 1 and condiƟon (15) is saƟsfied for the single set of all faults (the results of Sects. 5–6 would then
apply). In general, it may also be Lh

∩
Lk ̸= ∅.

By considering only the fault vector fields in a single set Lk, the construcƟon in step ii) will make the
condiƟon (15) automaƟcally verified. Thus, a residual generator RGk (with vector output rk) can be designed
according to the guidelines illustrated in Sects. 5–6. This procedure can be repeated for every set Lk, k =
1, . . . , ν, obtaining vectors r1, . . . , rν of residuals. The resulƟng overall dimension of the FDI dynamic system
will be therefore Ntot = ν · d.

By construcƟon, a fault fi will affect one and only one component of each residual vector rk such that
li ∈ Lk. On the other hand, for residual vectors rk such that li ̸∈ Lk, it can be verified that at least two
components will be affected by fault fi if and only if

span {li} ̸⊆ span {lj} , ∀j ̸= i. (33)

When this condiƟon is saƟsfied, a construcƟve soluƟon to the FDI problem in case of non-concurrent faults is
readily available.

5Indeed, this hypothesis might appear quite restricƟve. On the other hand, even the general assumpƟon that disturbances and
faults affect different quoƟent systems, so that they can be perfectly decoupled, is quite unrealisƟc for mechanical systems. However,
in this case, disturbances mainly have the character of noise, so that it should be possible to discriminate them from faults on the basis
of a staƟsƟcal analysis of residuals.
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In fact, since any set Lk = {lk1 , ..., lkd
} is by construcƟon a basis of span {l1, . . . , ls}, for each fault vector

field li, i = 1, . . . , s, there exists a set of d smooth, real-valued funcƟons αi,k,1(q), . . . , αi,k,d(q), such that

li(q) =
d∑

j=1

αi,k,j(q)lkj
(q), (34)

at least locally. In parƟcular, due to condiƟon (33), if li /∈ Lk, there must exist at least two different indices
j1 ̸= j2 such that

αi,k,j1(q) ̸= 0, αi,k,j2(q) ̸= 0, (35)

in eq. (34). Then, for the generic residual component rk,σ (i.e., σ-th component of vector residual rk), it holds

ṙk,σ = −K rk,σ + ϕk(q)

fkσ +
∑

i:li /∈Lk

αi,k,σ(q)fi

 . (36)

In eq. (36), we have ϕk(q) = 1 if the approach in Sect. 5 has been used for the design of the residual generator
RGk, while it is ϕk(q) = det (Hk(q)), with Hk(q) being the matrix having as columns the vector fields in Lk,
if a globally defined residual generator RGk has been devised according to the guidelines of Sect. 6.

Suppose now that, fi(t) ̸= 0 at some instant t (all other fault inputs are zero for the non-concurrency
assumpƟon). If li is in set Lρ at posiƟon j (i.e., fρj = fi, while fρσ = 0, ∀σ ̸= j), from (36) it is

ṙρ,j(t) = −K rρ,j(t) + ϕρ(q) fi(t),

ṙρ,σ(t) = −K rρ,σ(t), ∀σ ̸= j,

i.e., only the j-th component of rρ is affected by fault fi. Clearly, the same is valid for any other residual
vector rµ such that li ∈ Lµ. Instead, for any rk such that li /∈ Lk, due to (35), at least two different indices
j1 ̸= j2 exist such that rk,j1 , rk,j2 are affected by fi. In parƟcular, from (35) and (36), the dynamics of these
two residual components is

ṙk,j1(t) = −K rk,j1(t) + ϕk(q)αi,k,j1(q) fi(t),

ṙk,j2(t) = −K rk,j2(t) + ϕk(q)αi,k,j2(q) fi(t).

This confirms that, if condiƟon (33) is verified, each fault fi affects a different combinaƟon of residual compo-
nents, allowing detecƟon and isolaƟon of all faults under the assumpƟon of non-concurrency.

Note that the violaƟon of (33) implies that the two faults fi and fj act ‘on the same input channel’ (see
also eq. (11) in Sect. 3 and the associated comments) so that, as intuiƟon suggests, they cannot be isolated
even if they are never concurrent. As amaƩer of fact, eq. (33) is the weakest necessary condiƟon to be verified
in order to be able to isolate fault fi from fj .

In the next Sect. 7.1, weprovide an algorithm for selecƟng the setsL1, . . . , Lν of fault vector fields onwhich
the construcƟon of the proposed FDI system for non-concurrent faults is based. In the following Sects. 7.2
and 7.3, we will detail this FDI procedure with two examples of increasing complexity and support the analysis
by some simulaƟon results.

7.1 SelecƟon of suitable subsets of fault vector fields

The algorithm for selecƟng the fault sets L1, . . . , Lν is given next in a pseudo-code format.
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%First phase:
%CreaƟon of ν sets of fault vector fields
L = {l1, . . . , ls};
k = 0;
while L ̸= {∅} do
{

k = k + 1;
Lk = {∅};
for l ∈ L
{

if span {l} ̸⊆ span {Lk}
{

Lk = Lk ∪ l;
L = L\l;

}
}

};
ν = k;

%Second phase:
%CompleƟon of the last ν − 1 sets, if needed
L = {l1, . . . , ls} ;
for i = 2 : ν
{

for l ∈ L
{

if span {l} ̸⊆ span{Li}
Li = Li ∪ l.

}
}.

In pracƟce, in the first algorithm phase, vector fields are moved from L to set Lk, as long as they are not
in span{Lk}. When no further vector field can be appended from L to set Lk, a new set Lk+1 is created,
unƟl L is empty. In this way, it is guaranteed that any fault vector field is at least in one set. Furthermore, due
to assumpƟon (33), at the end of this phase any set Lk contains at least two vector fields (in parƟcular, the
cardinality of L1 is certainly d), except Lν that may contain just one. Hence, the maximum number of sets is
νmax =

⌈
s−d
2

⌉
+ 1, being ⌈x⌉ the ‘roof’ integer of x. In the second algorithm phase, the sets L2, . . . , Lν are

then completed with suitable fault vector fields so that each becomes a basis of span {l1, . . . , ls}.

7.2 FDI of non-concurrent actuator and force sensor faults: A planar 2R robot

We consider now the case in which any of the robot joint actuators and any component of the force/torque
sensor at the end-effector may undergo a failure, respecƟvely with fault inputs fτ and fF . In the absence of
disturbances (r = 0) and neglecƟng for simplicity dissipaƟve terms, the robot dynamic model (1) becomes
then

B(q)q̈ + c(q, q̇) + e(q) = τ + JT(q)Fm + fτ + JT(q)fF . (37)

We have thus a total ofN +M possible faults, whereN is the number of generalized coordinates andM ≤ N
is the number of Cartesian task coordinates (typically, N = M = 6). By Theorem 1, we know that it will be
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impossible to solve the FDI problem if we admit in principle the concurrency of all faults (more than N in this
case). Therefore, this is a typical situaƟon where we can apply the analysis and the condiƟons for solving the
relaxed FDI problem under the non-concurrency assumpƟon.

In the rest of this secƟon, wewill consider in detail the 2R robot previously introduced (see Fig. 1). Thus, the
system can be affected by the faults of the two joint actuators (f1 = fτ1 , f2 = fτ2) and of the two components
(f3 = fFX

, f4 = fFY
) of the force sensor located at the end-effector. A total of s = 4 > 2 = N fault inputs

characterize the system dynamics and, accordingly, condiƟon (15) for the detecƟon and isolaƟon of possibly
concurrent faults is always violated.

Let us check condiƟon (33) for the isolaƟon of non-concurrent faults. According to the robot model terms
introduced in Sect. 5.2, we have the four fault vector fields

l1 =
[

O2

B−1(q)

] [
1
0

]
l2 =

[
O2

B−1(q)

] [
0
1

]
l3 =

[
O2

B−1(q)

] [
ℓ1s2

0

]
l4 =

[
O2

B−1(q)

] [
ℓ2 + ℓ1c2

ℓ2

]
where l1 and l2 are related to the joint actuator faults, while l3 and l4 to the force sensor faults.

The dimension of span {l1, . . . , l4} is clearly d = 2. The fault sets generated by the algorithm in Sect. 7.1
are either

L1 = {l1, l2} , L2 = {l3, l4}

or
L′

1 = {l1, l4} , L′
2 = {l2, l3}

depending on the order of processing of vector fields (we prefer the lexicographic one). No maƩer which pair
of fault sets we consider, it is immediate to check that

span {l3} ⊆ span {l1}

and thus that condiƟon (33) is anyway violated. In this situaƟon, it would not be possible to discriminate a
fault of the load cell in the X direcƟon of the sensor (f3) from a fault of the first joint actuator (f1).

Figure 14: A different assembly of the force sensor allows the fulfillment of condiƟon (33) for the isolaƟon of
all non-concurrent faults in the 2R robot
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However, it is possible to overcome such obstrucƟon with a different assembly of the force sensor on the
end-effector. In parƟcular, it is sufficient to introduce a suitable angular displacement α between the X axis
of the force sensor frame and the second link axis, as shown Fig. 14. The corresponding Jacobian matrix is

J(q) =
[

ℓ1s2α + ℓ2sα ℓ2sα

ℓ2cα + ℓ1c2α ℓ2cα

]
,

where s2α = sin(q2 + α) and c2α = cos(q2 + α). The original fault vector fields l3 and l4 are then replaced by

l3 =
[

O2

B−1(q)

] [
ℓ1s2α + ℓ2sα

ℓ2sα

]
, l4 =

[
O2

B−1(q)

] [
ℓ2cα + ℓ1c2α

ℓ2cα

]
.

It is easy to see that condiƟon (33) is now generically saƟsfied.
We will work with the following fault sets, as generated by the algorithm in Sect. 7.1:

L1 = {l1, l2} , L2 = {l3, l4} .

For each of these two fault sets, a residual generator can be designed according to the guidelines of Sects. 5–6.
In parƟcular, forL1 one can proceed as in Sect. 5.2, yielding r1 = (r1,1, r1,2), while forL2 the design procedure
proposed in Sect. 6.2 can be followed, yielding r2 = (r2,1, r2,2).

For the overall FDI system, Table 1 represents the so-called Residual Matrix, where a ‘1’ (respecƟvely, a ‘0’)
entry at posiƟon (i, j) means that the i-th fault affects (respecƟvely, is decoupled from) the j-th component
of the compound residual vector r = (r1, r2) = (r1,1, r1,2, r2,1, r2,2).

residual r1,1 r1,2 r2,1 r2,2

fault
fτ1 1 0 1 1
fτ2 0 1 1 1
fFX

1 1 1 0
fFY

1 1 0 1

Table 1: Residual Matrix associated to the FDI system for non-concurrent faults of the joint actuators (fτ1 , fτ2)
and of the force sensing devices (fFX

, fFY
) in 2R robot—CartesianX, Y direcƟons are those defined in Fig. 14

Based on Table 1, the IsolaƟon Matrix in Table 2 can be built, associaƟng any combinaƟon of excited/non-
excited residuals to the occurred fault. ‘NA’ entries in this table correspond to non-admissible situaƟons—due
to the structure of the li’s, while ‘NC’ characterizes the combinaƟon that is not compaƟble with the non-
concurrency assumpƟon —thus not allowing fault isolaƟon.

r2,1 r2,2 1 1 1 0 0 1 0 0
r1,1 r1,2

1 0 fτ1 NA NA NA
0 1 fτ2 NA NA NA
1 1 NC fFX

fFY
NA

0 0 NA NA NA no fault

Table 2: IsolaƟon Matrix corresponding to the Residual Matrix of Table 1

The isolaƟon logics of Table 2 can be further used to select just one of the residual components (the ‘most
representaƟve’ of the isolated fault) as the only non-zero output of the FDI system, while forcing the other
residual components to zero. In this way, a one-to-one correspondence between faults and residuals is kept
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Figure 15: The logical scheme (with AND gates, negated inputs, and mulƟpliers) for the isolaƟon of non-
concurrent faults of actuators and force sensor components in 2R robot

as in the case of possibly concurrent faults6. This logical processing stage is schemaƟcally represented by the
combinatorial circuit in Fig. 15. By defining the result of this isolaƟon logics (i.e., the residuals rτ1 , rτ2 , rFX

, and
rFY

in the figure) as new output of the FDI system, the corresponding ResidualMatrix would become diagonal.
SimulaƟon results for the case of non-concurrent, bias-type faults of the joint actuators and of the force

sensing devices are reported in Figs. 16–18. In this simulaƟon, the second joint variable q2 tracks the reference
trajectory qd

2(t) = π/8 sin 0.2πt. In Fig. 17, it can be observed how mulƟple residuals are excited by the
occurrence of faults, in agreement with Table 1, while the implemented isolaƟon logics gives back a perfect
decoupling between each fault and an associated residual (Fig. 18).
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Figure 16: Non-concurrent, bias-type faults of joint actuators (LeŌ. fτ1 : blue, solid; fτ2 : red, dashed) and of
force sensor components (Right. fFX

: blue, solid; fFY
: red, dashed) in 2R robot

6While this choice is elegant from a theoreƟcal point of view, a more robust behaviors is expected in pracƟce by keeping also other
representaƟve signals among the built residuals.
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Figure 17: FDI residuals (before the isolaƟon logics of Fig. 15) corresponding to the faults of Fig. 16. LeŌ: r1,1

(blue, solid) and r1,2 (red, dashed). Right: r2,1 (blue, solid) and r2,2 (red, dashed)
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Figure 18: FDI residuals (aŌer the isolaƟon logics of Fig. 15) corresponding to the faults of Fig. 16. LeŌ: rτ1

(blue, solid) and rτ2 (red, dashed). Right: rFX
(blue, solid) and rFY

(red, dashed)

7.3 FDI of non-concurrent actuator and force sensor faults: An elbow-type 3R robot

To further illustrate the FDI design methodology in the case of mulƟple but non-concurrent faults, we consider
a slightly more complex example, namely the elbow-type manipulator with N = 3 revolute joints of Fig. 19.
The robot is equipped with a 3D-force sensor at the end-effector to measure possible forces when in contact
with the environment.

The first (base) link has an inerƟa I1 around the verƟcal axis. We assume that the second and third links
are uniform thin rods. For the i-th link (i = 2, 3), mi is the mass, ℓi is the length, Ii is the central moment of
inerƟa around a direcƟon orthogonal to its axis, and ℓgi is the distance (along the link axis) between its center
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Figure 19: A 3R elbow-type robot with force sensor at the end-effector

of mass and the i-th joint axis. The expressions of the dynamic terms B(q), c(q, q̇) and e(q) in eq. (37) are

B(q) =

a1 + a2c
2
2 + 2a4c2c23 + a5c

2
23 0 0

0 a3 + 2a4c3 a5 + a4c3

0 a5 + a4c3 a5



c(q, q̇) =

 2β1(q)q̇1q̇2 + 2β2(q)q̇1q̇3

−β1(q)q̇2
1 − a4(q̇2

3 + 2q̇2q̇3)s3

−β2(q)q̇2
1 + a4q̇

2
2s3

 e(q) =

 0
a6c2 + a7c23

a7c23

 ,

with dynamic parameters ai, i = 1, . . . , 7 given by

a1 = I1 a2 = m2ℓ
2
g2

+ m3ℓ
2
2 + I2 a3 = m2ℓ

2
g2

+ m3(ℓ2
2 + ℓ2

g3
) + I2

a4 = m3ℓ2ℓg3 a5 = m3ℓ
2
g3

+ I3 a6 = g(m2ℓg2 + m3ℓ2) a7 = gm3ℓg3 ,

and where the following funcƟons have been defined for compactness

β1(q) = −a2s2c2 − a4(s2c23 + c2s23) − a5s23c23

β2(q) = −a4c2s23 − a5s23c23.

The three-dimensional vector of external forces F = (FX , FY , FZ) possibly acƟng on the end-effector is
naturally expressed in the frame aƩached to the force sensor, as depicted in Fig. 19, with FX and FY axes on
the moƟon plane of the last two links (in parƟcular, FX axis is aligned with the third robot link), and FZ axis
perpendicular to such plane. Accordingly, the Jacobian matrix in eq. (37) takes the form

J(q) =

 0 ℓ2s3 0
0 ℓ3 + ℓ2c3 ℓ3

−ℓ2c2 − ℓ3c23 0 0

 , (38)

where ℓ2, ℓ3 are the lengths of the last two robot links.
Considering the possible occurrence of faults for any of the actuators and for any of the components in the

3D-force sensor (s = 2N = 6), we define f1,2,3 = fτ1,τ2,τ3 and f4,5,6 = fFX ,FY ,FZ
. Note that we implicitly

assume in this fault modeling that the force sensor is consƟtuted by three different sensing devices (load cells),
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one for each of the three direcƟons (X,Y, Z) in the frame aƩached to the end-effector (see Fig. 19). Thus,
the three different faults of the force sensor are caused by separate failures of the three load cells. We have
then the following fault vector fields:

l1 =
[

O3

B−1(q)

] 1
0
0

 l2 =
[

O3

B−1(q)

] 0
1
0

 l3 =
[

O3

B−1(q)

] 0
0
1


l4 =

[
O3

B−1(q)

] 0
ℓ2s3

0

 l5 =
[

O3

B−1(q)

] 0
ℓ3 + ℓ2c3

ℓ3

 l6 =
[

O3

B−1(q)

] −ℓ2c2 − ℓ3c23

0
0

 .

(39)

We check the condiƟons for the detecƟon and isolaƟonof all faults under the non-concurrency assumpƟon.
The dimension of span {l1, . . . , l6} is clearly d = 3. The fault sets generated by the algorithm in Sect. 7.1 are
L1 = {l1, l2, l3} and L2 = {l4, l5, l6}. Since

span {l4} ⊆ span {l2} , span {l6} ⊆ span {l1} ,

condiƟon (33) is violated for the involved fault inputs. In this situaƟon, it would not be possible to discriminate
a fault f4 of the load cell in the X direcƟon from a fault f2 of the second joint actuator, nor a fault f6 of the
load cell in the Z direcƟon from a fault f1 of the first joint actuator. However, it is again possible to overcome
such obstrucƟon with a different assembly of the force sensor on the end-effector, like we did in the 2R planar
case. RotaƟng the force sensor frame by an angle α ∈ (0, π

2 ) around the original Y axis of the sensor frame
itself (see Fig. 20), the Jacobian matrix becomes

J(q) =

 −ℓ2c2sα − ℓ3c23sα ℓ2s3cα 0
0 ℓ3 + ℓ2c3 ℓ3

−ℓ2c2cα − ℓ3c23cα −ℓ2s3sα 0

 .

Then, the original fault vector fields l4, l5, l6 are replaced by

l4 =
[

O3

B−1(q)

] −ℓ2c2sα − ℓ3c23sα

ℓ2s3cα

0

 l5 =
[

O3

B−1(q)

] 0
ℓ3 + ℓ2c3

ℓ3



l6 =
[

O3

B−1(q)

] −ℓ2c2cα − ℓ3c23cα

−ℓ2s3sα

0

 .

It is easy to see that condiƟon (33) is now generically saƟsfied by all fault vector fields of the sets L1 and L2.
In order to detect and isolate all faults under the hypothesis of non-concurrency, a bank of five residuals has

been used, according to the Residual Matrix of Table 3. Note that this matrix has all different rows, confirming
that the chosen set of diagnosƟc signals is suitable to solve the FDI problem under non-concurrency of faults.
Indeed, the first four columns of the considered matrix (and thus the use of residuals r1, . . . , r4 alone) would
be already sufficient to our purposes. However, the addiƟonal use of residual r5 guarantees that all rows of
the residual matrix differ from each other by at least two elements, resulƟng in a more robust FDI system.
Moreover, the chosen set of residuals has an addiƟonal nice property: for each (actuator or force sensor)
fault, a diagnosƟc signal exists that is affected by the considered fault, but not affected by the other two faults
of the same type. Therefore, a perfect decoupled FDI behavior is recovered in case we assume that either only
actuator or only force sensor faults will occur.

In any event, using the logical scheme of Fig. 21, any occurred actuator/force sensor fault will be associated
to a residual that exactly isolates it from the other faults, so that a one-to-one correspondencewill be recovered
between faults and residuals at the output of this isolaƟon logics.
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Figure 20: A different assembly of the force sensor allows the fulfillment of condiƟon (33) also for the 3R
elbow-type robot

residual r1 r2 r3 r4 r5

fault
fτ1 1 0 0 1 1
fτ2 0 1 0 1 1
fτ3 0 0 1 1 1
fFX

1 1 0 1 0
fFY

0 1 1 0 0
fFZ

1 1 0 0 1

Table 3: Residual Matrix associated to the FDI system for non-concurrent faults of the joint actuators (fτ1 ,
fτ2 , fτ3 ) and of the force sensing devices (fFX

, fFY
, fFZ

) in 3R robot —Cartesian X, Y, Z direcƟons are those
defined in Fig. 14

Figure 21: The logical scheme (with AND gates, negated inputs, and mulƟpliers) for the isolaƟon of non-
concurrent faults of actuators and force sensor components in 3R robot
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Figure 22: Non-concurrent, bias-type faults of joint actuators (LeŌ. fτ1 : black, solid; fτ2 : red, dashed; fτ3 :
blue, dot-dashed) and of force sensor components (Right. fFX

: black, solid; fFY
: red, dashed; fFZ

: blue,
dot-dashed) in 3R robot
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Figure 23: FDI residuals (before the isolaƟon logics of Fig. 21) corresponding to the faults of Fig. 22. LeŌ: r1:
black, solid; r2: red, dashed; r3: blue, dot-dashed. Right: r4: black, solid; r5: red, dashed
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Figure 24: FDI residuals (aŌer the isolaƟon logics of Fig. 21) corresponding to the faults of Fig. 22. LeŌ: rτ1

(black, solid), rτ2 (red, dashed), and rτ3 (blue, dot-dashed). Right: rFX
(black, solid), rFY

(red, dashed) and
rFZ

(blue, dot-dashed)
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SimulaƟon results are reported in Figs. 22–24 for the case of non-concurrent, bias-type faults of the joint
actuators and force sensing devices. Figure 23) confirms that the five residuals ri are excited by the occurrence
of faults in agreement with Table 3. On the other hand, the effect of the isolaƟon logics of Fig. 21 is evident
from the Ɵme behavior of its output signals reported in Fig. 24.

8 Conclusions

In this SAPHARI report, we have further developed model-based methods for the detecƟon and isolaƟon of
faults in robot manipulators (or, more in general, for the class of nonlinear mechanical systems described by
Euler-Lagrange equaƟons), under the assumpƟons that i) the fault inputs can be modeled as acƟng at the ac-
celeraƟon level of the robot dynamics, ii) the systemmodel is perfectly known, and iii) the state is measurable.

For the case of possibly concurrent faults, the following results have been established:

• A necessary and sufficient condiƟon has been given for the soluƟon of the FDI problem in mechanical
systems (see eq. (10) for a single fault and eq. (15) for mulƟple concurrent faults).

• When no disturbances affect themechanical system, themaximumnumber of possibly concurrent faults
that can be detected and isolated equals the number of its generalized coordinates (Theorem 1).

• The actual design of a residual generator that solves, at least locally, the stated FDI problem has been
shown. The residual dynamics is always linear (and thus exponenƟally stable).

• When the necessary and sufficient condiƟon (15) is violated at isolated configuraƟons, a design tech-
nique for a globally defined FDI system has been proposed. The resulƟng residual generator is not af-
fected by the fault inputs only at these (kinemaƟcally singular) configuraƟons.

When the necessary condiƟon for detecƟon and isolaƟon of concurrent faults is generically violated, the
following has been shown:

• The FDI problem can sƟll be solved under the weaker necessary and sufficient condiƟon (33), under the
addiƟonal assumpƟon that the faults are non-concurrent.

• An algorithm is available for the design of a residual generator that solves the FDI problem in the case
of non-concurrent faults.

The proposed techniques have been illustrated through their applicaƟon to the FDI problems for concur-
rent or non-concurrent faults of robot actuators and force/torque sensor located at the end-effector, with
simulaƟon and experimental results for a 2R planar robot and with simulaƟons for a 3R elbow-type robot.

We would like to conclude with a series of consideraƟons on further research direcƟons.

• AcceleraƟon-level faults naturally leads to a nonlinear model which is affine in the fault inputs. There
are other types of physical faults in a mechanical system that do not have this nice feature, e.g., posiƟon
and velocity sensor faults. Indeed, one canmanipulate the system equaƟons so as to recover linearity in
terms of an extended set of suitable fault inputs. However, this modeling arƟfact typically generates sets
of fault inputs that are acƟvated always concurrently, in response to a single physical fault. Therefore,
the concepts andmethods for fault set detecƟon and isolaƟon (FSDI) problemsmay turn out to be useful
in these cases.
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• An interesƟng issue arises when considering the maximal number of possibly concurrent faults that can
be detected and isolated in case the mechanical system includes flexible components. For instance,
when the elasƟcity of theN joints/transmissions of a robot manipulator cannot be neglected, the num-
ber of generalized coordinates that correctly describes the system is 2N (say, the motor and the link
posiƟon variables). Therefore, our Theorem 1 predicts that 2N concurrent faults could be simultane-
ously handled. Consider a LWR KUKA robot with N = 7 elasƟc joints and a F/T sensor mounted on its
end-effector (measuring M = 6 components). As a maƩer of fact, it can be easily verified that we can
design 7 residuals for the actuators faults (as done in [4, Sect 5.1]) and 6 residuals for the F/T sensor
faults (using the methods of Sect. 6) that solve the FDI problem without requiring non-concurrency.

• The introducƟon of some parametric uncertainty in the dynamic model of the mechanical system re-
quires an adapƟve version of the proposed FDI scheme. Special aƩenƟon should be devoted to the
stability analysis when adaptaƟon is performed simultaneously to the occurrence of faults. Some pre-
liminary theoreƟcal and experimental results in roboƟc systems have been presented in [5].

• When disturbances prevent perfect isolaƟon of faults, the definiƟon of threshold values useful for prac-
Ɵcally discriminaƟng the occurrence of faults (possibly, of specific types) from (small) disturbances is
indeed of interest. A staƟsƟcal characterizaƟon of the disturbance should be helpful in this case.

• In the presence ofmeasurement noise and consistent disturbances and/or large parametric or structural
model uncertainƟes, a purely model-based FDI method is bound to fail in pracƟce (i.e., will produce
false alarms or miss actual failures, depending on the level of thresholds). Nonetheless, our nominal FDI
designs can be integrated with other model-based and signal-based methods in a reliable and robust
monitoring and diagnosƟc architecture, as illustrated in Fig. 25. For instance, the robot actuator FDI
method based on generalized momentum has been already successfully included in the past in such an
architecture (see [21]).

Figure 25: Model- and signal-based residuals generaƟon (leŌ) and their neuro-fuzzy integraƟon for FDI (right)

• A natural development is to combine one the proposed FDI methods into a fault-tolerant control (FTC)
scheme. Considering the specific case of actuator faults in robot manipulators, two special situaƟons
may arise. If the robot is kinemaƟcally redundant and a locked actuator fault has been isolated, the su-
pervisory controller should be able to simply reallocate the desired end-effectormoƟon to the remaining
degrees of freedom. On the other hand, if a total actuator fault has been isolated, the robot typically
becomes an underactuated mechanical systems and the switching to a totally different control law (see,
e.g. [3]) is needed for compleƟng a reconfiguraƟon task.
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Appendix A: ComputaƟon of ΣP
∗

In order to compute the distribuƟon ΣP
∗ , the smallest involuƟve distribuƟon containing P and condiƟoned

invariant for system (8), consider the nondecreasing sequence of distribuƟons defined as follows:

S0 = P̄

Sk+1 = S̄k +
m∑

i=0

[
gi, S̄k ∩ ker{dh}

]
,

where ∆̄ denotes the involuƟve closure of a distribuƟon∆. If there exists an integer k∗ such thatSk∗+1 = Sk∗ ,
then ΣP

∗ = Sk∗ . Clearly, it is
ΣP
∗ ⊇ P̄ . (40)

With the system output y = h(x) = x (ker{dh} = ∅), it is, in parƟcular, ΣP
∗ = P̄ , which corresponds to the

minimal (in the sense of distribuƟon inclusion) ΣP
∗ w.r.t. any other choice for h(x).

Appendix B: The observability codistribuƟon algorithm (o.c.a.)

For system (8) and a fixed codistribuƟonΘ, consider the following nondecreasing sequence of codistribuƟons:

Q0 = Θ ∩ span{dh}

Qk+1 = Θ ∩

(
m∑

i=0

LgiQk + span{dh}

)
.

Suppose that all codistribuƟons of the above sequence are nonsingular, so that there is an integer k∗ ≤ n− 1
such that Qk = Qk∗ , for all k > k∗. Then, we define o.c.a.(Θ) = Qk∗ . Clearly, it is

o.c.a. (Θ) ⊆ Θ. (41)

With the system output y = h(x) = x, (span{dh} is the whole cotangent space) it is, in parƟcular, o.c.a.(Θ) =
Θ, which corresponds to themaximal (in the sense of codistribuƟon inclusion) o.c.a.(Θ)w.r.t. any other choice
of h(x). Also note that for any distribuƟon P , from eqs. (40) and (41), it is[

o.c.a.
(
(ΣP

∗ )⊥
)]⊥

⊇ ΣP
∗ ⊇ P̄ ⊇ P. (42)
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